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Abstract

Our paper focuses on Linked Data Lineage as the collection
of modeled organizational data, enabling continuous integration
and modern governance in Business-to-Business (B2B) sharing.
We first explore approaches organizations adopt to enhance B2B
data integration. Next, we highlight key B2B and Business-to-
Government (B2G) linked data use cases and strategies for gov-
ernance frameworks. We review software tools supporting data
governance and propose a systemic method for defining organiza-
tional integration flows. This is demonstrated through a system
enabling businesses to design linked data pipelines, leveraging
Semantic Web technologies for continuous integration and gover-
nance. Insights and recommendations for improving data sharing
processes are provided.

Keywords: Semantic Web technologies, B2B data sharing,
enterprise data governance, continuous data integration.
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1 Importance of data governance frameworks
in the data sharing processes

Data sharing plays an important role in forming a company’s ability to
gain customers and satisfy the existing client base. However, as shown
in [1], none of the current representative data sharing solutions offer a
complete solution in terms of data governance [2], confidentiality, and
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real-time modeling of the data to be reusable, interoperable, accessible,
and easily findable. Since the efficiency of collecting and processing
data can impact business decisions, using traditional data integration
techniques is not enough. “Modern data integration strategies” [3] are
necessary to build a complete image of the customer’s behavior and to
connect to more data sources as fast as they are made available.

According to two data strategy overview reports [4], [5] the future
directions target a fully distributed data ecosystem, made available
through services, meshes, query accelerators and knowledge graphs.
Data as a service (DaaS) introduces the idea that integration should
be done through an access layer composed of APIs and database/data
warehouse communication protocols in order to take full advantage of
iPaaS platforms [6], data virtualization tools [7], and data meshes [8].
On top of data meshes and Semantic Web technologies [9] and con-
cepts, knowledge graphs |10] can be built to infer connections between
data, both inter-domain and cross-domains. Their applicability in data
analytics targets the design of software that can predict user behavior,
automatically curate and integrate data in the knowledge model, and
facilitate knowledge-based inferences and decision-making.

An organization’s data sources are no longer restricted to its own
data harvesting processes. The sources are supplemented through data
sharing pipelines with other businesses, which leads to an ever-growing
amount of data, hard to organize and manage over its whole life cycle
[11].

In this context, each organization adopts a data strategy in order to
better take advantage of the available data assets to generate business
value. There are two types of data strategies, namely defensive and
offensive. The defensive data strategy focuses on minimizing risks in
regard to fraud or theft, compliance with data privacy and financial
reporting, and identifying authoritative data sources. The offensive
data strategy is rather focused on gaining insights on what the customer
needs and establishing future business goals, while also improving the
efficiency of current organization processes. In order to continuously
evolve, enterprises need to find a middle ground for the two strategies
[11].

For this initiative to be successful, having a robust data governance
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framework should be part of the data strategy. Data governance is
focused on data quality and accuracy metrics and allows enterprises to
track the source of the data and its usage, while decreasing the risk
of being non-compliant with data regulation policies, such as General
Data Protection Regulation (GDPR) and California Consumer Privacy
Act (CCPA). As such, data governance refers to the steps an organiza-
tion must take to ensure its data has the key qualities described in the
Findable, Accessible, Interoperable, Reusable (FAIR) principles. Data
stewardship is a common use-case of applicability for data governance,
considering that the entities using the data must be held accountable
and responsible for the ways they use the data [12].

In the enterprise environment, two approaches to building a data
governance framework have been standardized over time.

The top-down approach [13] is a centralized strategy, which consid-
ers data control the key to optimizing data quality in its core principles.
Data modeling is the priority of this approach — only a small circle of
people is entrusted with this process. Once they complete this assign-
ment, data can be made available for the rest of the organization for
analytics. The main issue with the top-down approach is scalability,
since a single department handling data modeling is a bottleneck for
the other business units, blocking the product roadmap.

The bottom-up approach [14] is a decentralized data governance
strategy, which starts from the raw big data, on top of which it builds
the metadata extraction processes, quality controls, and security proce-
dures. With this approach, businesses have no control over the author-
ship and trustworthiness of data from the beginning, since governance
is implemented after each business department models the data on its
own terms.

Considering these aspects, organizations need to adopt a balanced
data governance approach, which harmonizes the need for access with
the need for control. Any part of an organization should be able to
produce, own, and curate data, while also ensuring that rigorous con-
trol mechanisms are imposed early on to protect data quality. In this
strategy, validating the business data is trustworthy is a common goal
for all actors of an organization, through a larger set of appointed data
stewards in each department. They ensure the framework rules are
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followed and the resulting data is ready to be shared without having
any risks not mitigated beforehand [11]. Adopting the latter data gov-
ernance framework allows an organization to focus on growing its data
heritage by modeling and sharing the data it generates.

2 Linked data sharing — motivation and use-
cases

Considering the opportunities that linked permissioned data brings in
the data sharing processes, government and enterprise customers could
benefit in terms of data sharing, integration, and governance policies
definition if linked permissioned data were to become commonly used.
There are multiple use-cases where linked permissioned data can be
an important part of the data integration, as well as the data sharing
process:

e Inferencing for Money Laundering Detection (B2G) — This use
case targets the easier identification of fraudulent transactions
through data integration pipelines, for example, in the case of
Romania — between the National Agency for Fiscal Administra-
tion (ANAF) and banks;

e Integration of public & private healthcare systems with the Na-
tional Health Insurance House/Casa Nationald de Asigurari de
Sanatate (CNAS) (B2G) — Private healthcare providers have ap-
peared to complement the public healthcare system. Integration
pipelines should be set up to reduce the paperwork for the pro-
vided medical services;

o Adjustment of accounting related software systems to legislative
changes (B2G) — Software accounting systems must be continu-
ously changed to adapt to legislative changes. The solution of-
ten relies on a financial analyst to translate to the engineers the
changes to perform.

e Natural resource dependency graph between countries (B2G) —
Accentuated by the 2022 Ukraine-Russia war, most European
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countries were taken by surprise by their dependency to survive
on Russian fossil fuels and gas. This situation could have been
avoided if more accurate data on supply and demand had been
exchanged between governments and businesses;

Adjustment of accounting related software systems to legislative
changes (B2G) — Software accounting systems must be continu-
ously changed to adapt to legislative changes. The solution of-
ten relies on a financial analyst to translate to the engineers the
changes to perform;

Seamless supply/demand chain data integration and quantities
estimation (B2B) — Nowadays, in the European context, most
products are widely available on the shelves for consumers to
buy at any time. This is possible through complex distribution
chains built between businesses. The integration struggles re-
garding quantity estimation and production in agriculture and
retail became highly visible with the COVID-19 pandemic [15];

Employee € Business heritage (B2B) — Similar to the “Software
Heritage” solution [16], an “Employee Heritage” and a “Business
Heritage” could be built. Past behaviors — social, legal, economic
— of employees and businesses throughout their collaboration are
documented through linked permissioned data. Based on these
heritages, both potential employees and employers could make
informed decisions in regard to starting a new collaboration.

Build the user profile & accounting reports within a Business In-
telligence Team (B2B) — In order for a business to detect the
needs and wishes of its customers, aggregating data from pay-
ments, on-premise products, marketing, and cloud services is re-
quired. That data must often be continuously integrated with
data from other business partners — this helps businesses under-
stand the importance and productivity of their partnerships.
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3 Software tools for building a data governance
framework

Linked data sharing, in comparison to plain data sharing, can help orga-
nizations build mechanisms to control data quality, ownership, and ac-
cess in a more straightforward manner. In order to show the way linked
data sharing can simplify the existing enterprise data governance ap-
proaches, we compare the professional data governance software, based
on a set of relevant criteria.

3.1 Comparison Criteria

Ideally, an organization should be able to customly transform a dataset
with low-code or no-code involved in order to simplify the integration
process with the existing data. An integrated data catalog should be
available for the organization in order to search, manage, and share the
existing data. A data governance platform should also offer permission-
based access and management of resources, in order to ensure that each
actor of the organization actually has the least privilege needed over
the data. In order to ensure data ownership rights are preserved, prove-
nance of newly integrated datasets should not be overlooked. The data
governance framework of an organization is also sustained through data
curation and obfuscation mechanisms — this partly contributes to an-
other requirement referencing the need for data confidentiality. Since
each organization may use its own governance tool, structured, non-
structured, and partially structured data sources should be supported
in the sharing process. Continuous data integration should be sustained
through Extract, Transform, Load (ETL), or similar processes, which
also contribute to building a data lineage [33]. A complementary busi-
ness requirement to data integration is building a business glossary,
which promotes understanding of business terms by ensuring every-
one has access to their clear, unambiguous definitions. Constant data
quality validations must be performed in the process of integration. Se-
curity standards must be put in place to ensure data is protected from
leaks, loss, and unauthorized access. High visibility over a business’s
assets can be achieved through the ability to build reports and metrics.
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Good compatibility with third-party tools for this purpose should ex-
ist. Software usability should be taken into consideration since it can
improve the productivity of the data engineers using it.

3.2 Software Tools Overview

Considering several Magic Quadrant reports issued by Gartner in 2020
— 2022 period, covering the topics of data quality |15], data integra-
tion [16], master data management [17], and integration platform as a
service 18], we chose five data governance solutions we believe to be
relevant in this study:

1. Azon Data Governance [19] — developed by Informatica, offers
a platform with quick access to curated data, where compliance
with the organization’s data governance framework can be easily
supervised; in this marketplace, teams of engineers, data stew-
ards, data owners, and business stakeholders can find and access
data assets and are also able to collaboratively document and
manage the data items that require governance.

2. IBM Infosphere Information Governance Catalog [20] — a web-
based tool that allows organizations to explore and analyze their
data through a common business language, defined by the or-
ganization’s stakeholders; in order to leverage existing curated
data sets and their metadata, the on-premise data repository can
be extended with the Cloud information, provided by the IBM
Watson Knowledge Catalogue.

3. Collibra Data Governance [21] — part of the Collibra Data Intelli-
gence Cloud, a platform that aims to help organizations manage
their data sources and maintain data quality and security through
its lifecycle.

4. SAP Data Governance [22] — software solution that helps orga-
nizations manage and govern their data, including both master
data and transactional data; it offers resources for collaboration
across the organization and data quality management, with an
emphasis on assuring data security, correctness, and consistency;
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5. Erwin by Quest [23] — offers a unified platform with features that
help enterprises in multiple aspects of their management, such
as building and maintaining a data governance framework, while
modeling their business architecture and processes. This solution
is provided as a managed service that enables users to create and
deploy data sources, locate and harvest data, and link physical
metadata to particular business terms and definitions.

In Table 1, we synthesize the software solutions review we per-
formed. According to the results shown, we can conclude that all solu-
tions are more than suitable candidates to help enterprise users build
a data governance framework suitable for their business. However, all
of them are proprietary solutions, and in order to be able to auto-
mate the whole process of extraction, transformation, and load of the
data in a unified data catalog with corresponding semantic information,
additional mechanisms must be built and configured by software engi-
neers over the base solutions provided by each tool. Considering the
trend to take advantage of processing and extracting metadata from
the datasets shared across enterprises, highlighted in Section 1, we can
rely on the FAIR principles and the Semantic Web technologies in order
to build and manage the integration and governance processes across
many shared data sources. In Section 4, we propose an architecture for
such a solution.

4 Enhancing Data Governance practices, re-
sources, and processes for B2B sharing

In order to show the ways linked data lineage could positively con-
tribute to the decision-making process within businesses and facilitate
the data sharing process, an example of integration between a Sub-
scription Service Provider (SSP) and an IoT Hardware Manufacturer
(IHM) is presented. The SSP has the role of providing subscription
management services to the IoT hardware manufacturer, which sells
smart home equipment and needs subscriptions for their management.
An inventory of the users, devices, and subscriptions is actively main-
tained and updated through the cloud infrastructure.
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Table 1. Software solutions review for building a data governance
framework

Criteria Solution Providers
Infor IBM Colli SAP Erwin
matica bra
Axon
Low-code / No-code Customization o - + o -
for FAIR Data Transformation
Collaborative Data Management =+
Offers an Integrated Data Catalog + +
Permissioned Data Sharing + - o o -
Data Provenance Information + + + - -
Data Curation Capabilities + - + + +
Data Accessibility Mechanisms + + + +
Business Glossary Management + + o —+
FAIR Metadata Extraction and o - o o +
Management
Continuous Data Quality Assess- + o + + +
ment
Data Confidentiality Mechanisms + o + + -
Compliance with Data Security + + + + -
Standards
High Visibility of Business Assets + + + + +
through Data Metrics and Reports
Data Lineage Visualisation + + + +
Ability to aggregate structured and + + + +
unstructured data sources
Compatibility ~ with  third-party o o + - +
software
Trial version + + + + +
Community Version/ Free Tier - - - - -

Legend:

+ — feature available in the studied software solution;

o — feature partially available or could be improved — through third-
party solutions;

- — feature not available in the studied software solution.
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Figure 1 describes how the data integration is performed between
the two organizations. The data produced by the SSP is sent to the
Business Intelligence (BI) department through a publish/subscribe sys-
tem, such as RabbitMQ [24]. The BI department has its own software
jobs, in charge of consuming the data, curating it, and saving it into
a data warehouse. The data is aggregated regularly in custom finan-
cial report scripts, which are sent to the accounting department. The
reports are also sent to the lIoT Hardware Manufacturer through a web-
hook in order for the two businesses to synchronize in terms of costs.
Another custom integration pipeline is designed directly between the
data warehouse of the SSP and the data warehouse of the IHM. A ma-
jor downside to this approach is that every change in the data model
(adding new fields, renaming existing ones) requires further develop-
ment in the data transformation and curation processes.

Considering the current approach, each integration with a business
partner requires custom ETL processes to be developed and data types
and models to be established in agreement with all the involved parties
within the B2B process. In the long run, this proves to be highly
inefficient in terms of associated time and required maintenance.

We aim to offer a better solution based on linked permissioned data
and templates of ETL processes. Our solution does not require engi-
neers to write custom code or advanced knowledge of data integration.
The proposed solution is designed as outlined in Figure 2.

The solution presented in Figure 2 is based on six essential compo-
nents described as follows: the ‘Vocabulary Marketplace’ compo-
nent helps data engineers search for existing vocabularies, suitable for
describing the data in the business sharing process. It starts from a pre-
defined set of standard well-known vocabularies, retrieved from linked
data vocabulary catalogs, such as Linked Open Vocabularies (LOV). If
additional vocabularies need to be defined to adjust all the concepts,
the ‘Vocabulary Wizard’ component allows defining concepts and
properties with their value types. This wizard also comes bundled
with a ‘Vocabulary Suggestions Webhook’, which retrieves possi-
ble matches for concepts and properties that the engineers try to define
in the modeling tool. The suggestions are retrieved based on Seman-
tic Web engines and the permissioned vocabulary catalogs. Afterward,
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User story: Real-Time B2B Data Sharing for Financial Reports in a Hybrid Cloud environment

iption Service Provider (SSP) and a IoT Hardware Manufacturer (IHM)

... cross-department: between Cloud Services & Business Intelligence
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Figure 1. B2B Data Sharing Current Use-Case
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User story: Real-Time B2B Data Sharing for Financial Reports in a Hybrid Cloud environment
How it could be done...

a Service Provider (SSP) and a IoT Hardware Manufacturer (IHM)

... cross-department: between Cloud Services & Business Intelligence

. __1. Search for existing 2" Found vocabularies __ 6. Schema for
e Vocabularies of interest integration exists

SSP Bl Data IHM BI Data
Data Engineer Vocabulary Schema WareHouse WareHouse
MarketPlace Management Integrator
5. Vocabularies Wizard
| . built successfully 9- Take SSP collected 12. Send modelled
2. One or more vocabularies data data
ot fomy 6. Build schema of the as input
data that will be
curated in ETL jobs
using properties fom exsng . 14 ney ealtime
integration pipelines
Vocabulary
Wizard X
8. Start jobs for SP
3. Build vocabularies ‘ Data Processing
based on existing; Standard ETL Job
receive suggestions on Schema
properties and relationships . Linked Data Wizard
Builder
Job Orchestrator

7. Suggestions for

N\t
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schemas
based on data samples

Vocabulary & Schema
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4. Retrieve existing 8.R
& relationships schemas

Ontologies

Vocabularies Schemas

10. Validate individuals and vocabulary
consistency throughout ETL
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o0
Srio
o_0

Ontology
Message Consumer

11'1f any kind of error oceurs,
stop ETL process and reiterate

¢ 11 Update ontology __
with new individuals

N

Pellet DL Reasoner

Ontology Consistency
Verification
(ABox & TBox)

Figure 2. B2B Data Sharing using our solution
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the engineers can use the ‘Schema Builder’ tool, where properties
from the chosen vocabularies are used to describe the final shape for
the modeled data. The resulting schema should be further used as a
parameter to an ETL process template to obtain custom modeling be-
havior within a standard ETL process. All custom ETL schemas can
be visualized and managed in terms of access in order to allow open
or permissioned sharing. The next step would be to access the ‘Data
Integration Wizard’ component, which allows both technical and
non-technical personnel within an organization to configure near real-
time pipelines of continuous integration. This request is handled by the
‘Linked Data Wizard Job Orchestrator’, whose purpose is to com-
municate with an external open-source job orchestration solution and
to create from the ETL Job Template a custom processing flow, which
transforms and moves the security service provider’s data towards the
router manufacturer’s warehouse. At the same time, the vocabularies,
data schema, and the individuals resulting from the dataset form an
ontology. As a result, the ‘Ontolisense Checker’ was created to vali-
date the consistency of the individuals with the initial modeling, using
known ontology validators. In case of issues within the modeling or
individuals, it notifies engineers about the problems and offers recon-
ciliation mechanisms. In Figure 2, we can see how all components in
the proposed solution interact with each other to meet the needs of our
use case.

In Figure 3, we outline the necessary infrastructure of nodes and
open-source technologies to host the solution. The aim is to offer the
product as an easily accessible open platform, where organizations can
create and transform their own datasets. We also offer the solution as
a Docker file [25] with a Linux-based OS, which can be used by or-
ganizations with their own infrastructure. In this way, the proposed
solution can be used both as an industrial data platform — only trusted
organizations can join it — and as a public data marketplace, in terms
of B2B data sharing tools classification [26]. Some of the data and
metadata stored on the nodes are synchronized using the RabbitMQ
publish/subscribe technology [24]. The blockchain solution [27] is used
for auditing purposes, while the smart contracts are the ones control-
ling the performed operations with the data. Apache Airflow [28],
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Figure 3. “Linked Data Governor” Technological Approach
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Airbyte [29], and Spark [30] are used for the near real-time and batch
integrations of data sharing. Apache Jena [31] has the purpose of stor-
ing the data and metadata related to custom vocabularies, schemes,
and the resulting ontologies.

With the proposed architectural solution from Figure 2 and the
technologies chosen for development from Figure 3, we aim to achieve
every criteria outlined in Table 1, as follows:

e “Low-code / No-code Customization for FAIR Data Transforma-
tion” and “FAIR Metadata Extraction and Management” — This
criterion will be achieved through the general-purpose transfor-
mation jobs, which are customized using the vocabularies and al-
ways result in customized FAIR-compliant linked datasets. The
resulting datasets will be managed in a dedicated data catalog;

e “Collaborative Data Management, “Offers an Integrated Data
Catalog”, and “Data Accessibility Mechanisms” — Users will be
able to manage the datasets and their metadata in a data cat-
alog section. The owner can provide role-based access to other
platform users to collaborate in the data management process;

e “Permissioned Data Sharing” — A data sharing mechanism will
be provided for the users inside the platform and also to exter-
nal data destinations, where the data should be available post-
transformation. Data sharing is possible according to the dataset
distribution license and the permissions of the user initiating the
sharing process;

e “Data Provenance Information” — Data provenance will be en-
sured by extracting provenance-specific metadata in the data
transformation process. This is possible using the PROV-O
(Provenance Ontology): The PROV Ontology [32] as a reference
in the metadata modeling for the final linked data; this ontology
provides a formal framework for representing and interchanging
provenance information about entities, activities, and agents, en-
abling the tracing of data origins and processes in a standardized,
machine-readable format;
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“Data Curation Capabilities” — Anonymization and data masking

techniques will be developed in the data transformation mecha-
nism. A mechanism to add additional components for data cura-
tion as plugins will be configurable;

“Business Glossary Management” — The business glossary will
be automatically computed based on the vocabularies selected
in the modeling process. They will be visible, along with their
descriptions and properties, to better help users understand the
business terms;

“Continuous Data Quality Assessment” — Linked data and meta-
data obtained in the ETL process will be validated to match
the chosen data schema description — incomplete data will be
highlighted; supplemental data quality rules regarding accuracy,
deduplication, and relevance can be configured and assessed real-
time during the transformation process;

“Data Confidentiality Mechanism” and “Compliance with Data
Security Standards” — Data confidentiality is ensured through
the Privacy-By-Design approach of the system and the curation
mechanisms designed in accordance with GDPR and Health In-
surance Portability and Accountability Act (HIPAA). In terms
of data security, we will use the PrivateSky platform and its en-
crypted data storage vaults for linked data assets and metadata.

“High Visibility of Business Assets through Data Metrics and Re-
ports” — The Knowledge Hub module will allow different linked
datasets to be aggregated and visualized;

“Data Lineage Visualisation” — Data lineage will be visible in the
Data Integrator Wizard, where the user builds the transformation
process step by step, starting from the template;

“Ability to aggregate structured and unstructured data sources”
— Multiple data sources will be configurable with the help of the
Airbyte technology, which includes a complex catalog of adapters;
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o “Compatibility with third-party software” — We plan to provide
webhook-based integration mechanisms for notifications about
ETL jobs progress, data access, and management changes and
data sharing actions;

e “Trial version” and “Community Version/ Free Tier” — We aim
to provide our solution as open source software, to be adapted
according to every client’s needs.

5 Conclusion

In this paper, five solutions concerned with the data governance pro-
cesses are reviewed in terms of technical business requirements. Even
if most solutions bring a useful tool set, there are concerns about the
financial impact of a technical oversight caused by an incomplete data
governance framework. Various B2B and B2G use cases, which could
benefit from this Semantic Web integration and sharing solution were
identified. The current industry approach to the integration of share-
able data was documented and compared, in terms of resources in-
vested, with the solution we proposed in this paper. Our proposed
architecture and the chosen technology stack were presented in terms
of offered features. We also outline the contribution of our solution to
the improvement of current B2B and B2G data integration and sharing
processes.

The goal of this research is to propose a systemic approach that
businesses could follow to define specific organizational data integration
flows. The prototype we aim to build allows businesses to design contin-
uous linked data integration pipelines to improve their data governance
in the B2B sharing processes. The proposed system has the potential
to evolve into an organizational data integration and sharing platform,
which validates automatically the compliance of the processes with the
established data governance rules. In addition, we wish to obtain an
ever-growing knowledge management system, enriched constantly with
relevant FAIR data and metadata from multiple data sources, which
will help organizational actors to take decisions and follow the appro-
priate growth policies.
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