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Abstract

A new form of the hidden discrete logarithm problem, pro-
posed as primitive of the post-quantum public-key cryptoschemes,
is defined over the 6-dimensional finite non-commutative asso-
ciative algebra with a large set of the left-sided global units.
The considered computationally difficult problem uses the mu-
tual commutativity of the exponentiation operation and homo-
morphism mapping defined relatively a fixed unit element of the
algebra. The related properties of the introduced algebra are
described. Novel public key-agreement and zero-knowledge pro-
tocols based on the hidden logarithm problem are introduced as
post-quantum cryptoschemes.
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1 Introduction

Currently the most widely used in practice public key cryptographic
algorithms and protocols are based on computational difficulty of the
factoring problem (FP) and discrete logarithm problem (DLP) [1].
The FP and DLP are universal cryptographic primitives that allow
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designing on their base cryptoschemes of different types: public en-
cryption and digital signature algorithms, public key-agreement and
zero-knowledge authentication protocols, blind signature and multisig-
nature schemes.

Both the FP and the DLP can be solved in polynomial time on a
quantum computer [2], [3], therefore due to the latest progress in the
quantum computation technology the cryptographic community has
faced the challenge of developing the post-quantum public-key cryp-
toschemes, i. e., the cryptoschemes that resist the attacks with using
both the ordinary computers and the quantum ones [4],[5]. Developers
of the post-quantum public-key cryptoschemes look for suitable com-
putational difficult problems different from the FP and DLP, which
have superpolynomial computational difficulty when solving them on
a quantum computer.

One of the latter computationally difficult problems, called conju-
gacy search problem, had been defined over braid groups representing a
particular type of non-commutative groups [6],[7]. Using computations
in the braid groups a number of different public-key cryptoschemes
have been developed [8],[9]. The articles [10], [11] highlight some fun-
damental difficulties in using the conjugacy problem for developing
cryptoschemes with superpolynomial security.

A promising approach to design the post-quantum cryptoschemes
relates to combining the DLP with the problem of finding the conju-
gating element, which leads to the so-called hidden DLP (HDLP), i. e.,
to the DLP in a cyclic group hidden in the finite algebra of quaternions
defined over the ground field GF'(p) [12],[13]. The computational com-
plexity of the HDLP is superpolynomial in solving it on conventional
computers. However, in [14] the polynomial reducibility of the HDLP
in finite algebra of quaternions to the DLP in the field GF(p?) was
shown. Therefore, using the form of the HDLP described in [12], [13]
and the finite algebra of quaternions as its algebraic support can not
be considered as a direct way to developing the post-quantum public-
key algorithms and protocols. The search for new algebraic supports
and new forms of the HDLP was noted in [14]-[16] as one of the condi-
tions for the development of post-quantum cryptoschemes based on the
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HDLP. In papers [15],[16] different types of the finite non-commutative
associative algebras (FNAAs) are proposed as algebraic supports of the
HDLP defined in new forms. New forms of the HDLP proposed in [16]
are used as the base primitive for two different post-quantum digital
signature schemes, however that forms of the HDLP do not suite for
designing the public key-agreement schemes.

In present paper it is introduced a new form of the HDLP defined
over the 6-dimensional FNAA containing a large set of the global left-
sided units. The HDLP is defined relatively some specified left-sided
unit and properties of the used FNAA connected with its unit elements
are investigated. The public key-agreement scheme and zero-knowledge
protocol based on the proposed form of the HDLP are introduced as
candidates of the public-key post-quantum cryptoschemes.

2 The used 6-dimensional FNAA

Suppose the m-dimensional vector space is defined over the finite
ground field GF'(p). Defining additionally the multiplication operation
that is distributive relatively the addition operation one gets the m-
dimensional finite algebra. If the multiplication operation is associative
and non-commutative, then the algebra is called FNAA. To define the
multiplication operation in the vector space one can use the represen-
tation of some vector A = (ag, aq, ... a;,—1) in the form of the following
summ of the single component vectors a;e;: A = Z?;Bl a;e;, where
e = (1,0,0...,0), e; = (0,1,0...,0), ... en_y = (0,0...,0,1) are
formal basis vectors.

The multiplication operation o of two m-dimensional vectors A and
B= Z;n:_ol bje; is defined as follows:

m—1 m—1 m—1m—1
AoB = (Z aiei> o ijej = Z Zaibj (eioej)v (1)
i=0 J=0 Jj=0 =0

where every product of two babis vectors e; o e; is to be replaced by
some single-component vector ey that is taken from the so called basis
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vector multiplication table (BVMT), like Table 1. It is assumed that
the intersection of the ith row and the jth column defines the cell
indicating the value \e;, = e; o e;. If the structural coefficient A\ = 1,
then the mentioned single-component vector is written as ey.

To define a FNAA one should compose respective BVMT that de-
fines non-commutative asssociative multiplication operation. A unified
method for defining the FNAAs of arbitrary dimensions m > 1 is pro-
posed in [17]. Investigation of the general properties of that FNAAs
had shown that their characteristic property is the existence of large
set of the global single-sided units. The FNAASs possessing such prop-
erty are very interesting for using them as algebraic support of the
public key-agreement schemes, in this case a new form of the HDLP
is to be proposed though. The last is because the known form of the
HDLP used in such type of cryptoschemes exploits existance of the
global two-sided unit.

Since the FNAAs described in [17] allows trivial reduction of the
HDLP to the DLP in the finite field GF(p), in this paper a new 6-
dimensional FNAA containing p* global left-sided units is introduced
with the BVMT composed as follows. Initially a preliminary BVMT
have been built using the following formula:

€; 0 € = €34, (2)

where 7,7 = 0,1,...,5 and computation of the value 3i+ j is performed
modulo 6.

Proposition 1. The formula (2) together with the formula (1)
defines non-commutative associative multiplication operation of the 6-
dimensional vectors.

Proof. Using the formula (1) one can get the following formula
describing the product of the vectors A, B, and C' = 22:0 CLef :

5 5 5

(Ao B) oC:ZZZabck (e;0ej)oey;
1=0 =0
5 ]5 5

Ao (BoC) :ZZZabckel ejoey).
=0 7=0 k=0
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This formula shows the multiplication operation is associative, since the
formula (2) defines associative multiplication of every possible triple of
the basis vectors. Indeed, for arbitrary possible three values i, j, and
k we have the following

{ (ejoej)oey =ezirjoe;, =egp3jih = e3i+3j+k} N

e;o(ejoer) =e;0esj ), = €343k
= (ejoej)oe, =e;o0(ejoey).

Thus, the formula (2) describes some preliminary BVMT defining
the associative multiplication of the basis vectors. Then we have found
experimentally the distributions of the structural coefficients A # 1 and
€ # 1, which retain the property of the associativity of the multiplica-
tion operation. The resultant BVMT is shown as Table 1.

Table 1. The BVMT defining the 6-dimensional FNAA with p? different
global left-sided units.

o (ST)) (S5} €9 €3 €y €5
e | Aeg der dexy des ey Nej
e €es €ey €€y €€ €eq €€e9
€9 (ST)) (S5} €9 €3 €y €5
€3 )\eg )\84 )\85 )\eo )\e1 )\eg
€y €€ €eq €en €es €ey €€y
€r €3 €y €r € (S5 €9

2.1 Some properties related to defining the HDLP

The left-sided units of the algebra introduced in Section 2 can be de-
scribed as solutions of the following vector equation

XoA=A (3)

Using Table 1 one can represent (3) in the form of the following system
of six linear equations with coordinates of the left operand zq, z1,..., x5
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as the unknown values:

(Axoag + €x1as + xoag + Arsas + exqag + r503
Azgay + €xiaq + Toar + Arsay + €xgqay + xs04
Azgag + €xias + Toas + A\rsas + €xqas + w505
Axpas + €xiag + xaas + Axzap + €xqas + 500

Arogag + €x1a1 + xoaq + Ax3aq + €xgaq + x501

\ATgas + €x1a9 + xoa5 + Ax3as + €xqas + Tr5a90
The system (4) can be rewritten in the following form

ap + (ex1 + A\x3 + x5
ag + (Axg + 12 + €24

ATo + To + €14 (
(
a1 + (exy + Azg + 5
(
(
(

€xr1 + Axr3 + x5

( az =
(

(Axo + 2 + €xy

(

(

(

asz —
ay =
a1 + (Azg + 12 + €14
as + (ex1 + Axs + x5
as + (Axg + 12 + €24

€x1 + \x3 + x5 ay =

Axo + To + €14 as =

~— — — ~— ~— —
— — — — ~— ~—

€xr1 + Axrs + x5 as =

= ap;
= ai;
= a2;
= as;

= Q4;

= as5.

ap;
as;
ag,
a4,
az;

as.

Performing the variable substitution uwy = Axg + w2 + exq and u; =
€x] + A\r3 + x5 in the system (5) one gets the following three systems

of two linear equations

apug + azu] = ap;
azug + apul = as;

ailug + aquy] = ag;
aqug + a1u] = agq;

agup + asul = ag;
asug + asul = as.

(6)

(7)

(8)

It is easy to see that for arbitrary vector A each of the equations of every
of the systems (6), (7), and (8) holds true for the values of the unknowns
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ug = 1 and uqy = 0. This means that every vector X coordinates of
which satisfy the conditions

up=Arg+x3+ergs=1 and w3 =ex;+Axs+ax5=0 (9)

acts as the global left-sided units of the considered FNAA, i. e., the
left-sided units acting on all elements of the algebra. Thus, we have
the following formula describing the set of all p* global left-sided unit
elements L = (lo,l1,12,13,14,15) :

L= (a:o,xl,l—)\xo—ex4,a:3,a:4,—ea:1 —)\xg), (10)

where xg, 1, z3,24 =0,1,2,...,p— 1.

Considering the systems (6), (7), and (8) one can state existence of
two particular sets of the vectors A = (ag, a1,as9,as,aq,as). The first
particular set includes the vectors coordinates of which satisfy simul-
taneously the following three conditions ay = a3, a1 = a4, and as = as.
The second particular set includes vectors satisfying simultaneously the
conditions ay = —ag, a1 = —ay4, and ao = —ay. To each of these par-
ticular sets there corresponds a large set of local left-sided units, i. e.,
the left-sided units acting only on vectors contained in the particular
sets.

The local units acting on the vectors from the first set is described
as follows

L' = (z0, 21,22, 23, 24,1 — Awg — &9 — €14 — €x1 — Ax3),
where xg, x1, 22, 23,24 =0,1,2,...,p— 1.
The local units acting on the vectors from the second set is described
as follows
L// = (§U0,£E1,ZE2,IIJ‘3,$4, )\:EO + o+ €x4 — €x1 — )\II}‘3 — 1) s
where xg, 1,22, 23,24 =0,1,2,...,p— 1.
For every vector A that is not contained in the first nor in the second

set, the systems (6), (7), and (8) are satisfied simultaneously only for
the case ug = 1 and uq = 0. Therefore, only the global left-sided units
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act on every vector A that is not contained in the indicated particular
sets.

Computing the right-sided units for some fixed vector A is con-
nected with finding solutions of the vector equation

Using Table 1 one can represent (11) in the form of the following
system of six linear equations with coordinates of the right operand
o, x1,...,2T5 as the unknown values:

(A\agxrg + €arr3 + asxg + Aazxs + easxg + asrsy = ag;
Aagr1 + €a1x4 4+ asx1 + Aasgxy + €asx + asry = aq;
AagTe + €a1x5 + asxo + Aasgxs + casxo + asrs = as;
Aagxs + €a1xg + asxs + Nagxg + €asxs + asxg = as;

AagTy + €a1x1 + asxy + Nazxy + €agxy + asx1 = ay;

\A\agT5 + €a1xo + asxs + Nagxo + €aqxs + asxo = as.

The system (12) can be represented in the form of the following three
independent systems of two linear equations

(Aag + ag + €ayq) o + (€a1 + Nag + az) 3 = ag; (13)
(eal + Aag + CL5) xo + ()\ao +as + 6&4) Tr3 = ag;
(Aag + ag + €aq) x1 + (€ay + Aas + as) x4 = aq; (14)
(ea + Aag + as) x1 + (Aag + ag + €ayq) x4 = ay;
(Aag + ag + €aq) x2 + (€ay + Aas + as) x5 = as; (15)
(eay + Aag + as) x2 + (Aag + az + €ayq) x5 = as.

The same main determinant A corresponds to each of the systems (13),
(14), and (15):
Aj=a?— 32 (16)

where @ = Aag+as+eaq and B = eay +Aag+as. If A # 0, then every of
the systems (13), (14), and (15) has a unique solution, i. e., the vector
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equation (11) also has a unique solution as the single right-sided unit
R related to the vector A. It is easy to write the following formulas
describing the vector Ra = (ro,71,72,73,74,75):

aooz—agﬁ. . _ala—a45. . _02()4—(155'

T - ) - ) - )
0 Ay Ay Ay (17)
. _aza —apf} . aga—a1f} . _asa —af
3 = AA 3 - AA 3 - AA .

Proposition 2. Suppose the vector A is such that A4 # 0. Then
the local right-sided unit R4 relating to A is contained in the set of the
global left-sided units, i. e., there exists the single local two-sided unit
E 4 relating to the vector A that is equal to R4.

Proof. Let us consider the formula (10) describing the set of the
global left-sided units. Suppose zg = rg, 1 = 11, T3 = r3, T4 = T4.
Taking into account the formulas (17) computation of the coordinate
9 gives the following

1
To=1—Arg—ery = AL (a2 — 8% — Xapr + AasfS — eaqgr + ealﬁ) =

= — (agax — asf) = ro.

Ay

Computation of the coordinate x5 gives the following

1
5 =1—er; — Arg = AL (—eaja + €ayf — Aasa + Aapf) =

1
= AL (a5 (Aag + €aq) — ag (€ay + Aag)) = rs.

Thus, the vector R4 is contained in the set of the global right-sided
units (10). Proposition 2 is proven.

Proposition 3. Suppose the vector A is such that Ay # 0. Then
the local right-sided unit R4 relating to A relates also to the vector A°
for arbitrary natural value 1.

Proof.

{AORA:RAOAZA}:>
{AioRA:Ai_lvoRA:Ai; RAoAi:RAvoAi_lei}.
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Proposition 4. Suppose the vector A is such that A4 # 0. Then
the sequence A, A%, ..., A%, ... is periodic and for some positive integer
w we have AY = Ry4.

Proof. Suppose the sequence A, A% ... A’ ... contains the zero
vector O = (0,0,0,0,0,0). Then for some natural number j (for ex-
ample, j = 2) we have A1 £ O and A7 = O, i. e, Ao AT71 = O.
Since A4 # 0 and X = O satisfies the equation Ao X = O, the last
equation has a unique solution X = O. Therefore, 47! = O. The ob-
tained contradiction proves that all values in the considered sequence
are different from O.

The last fact and the finiteness of the considered algebra shows that
for some natural numbers i and ¢ > i we have

{A=A'=A""0 A=A 0 A"} = B = A"

Due to uniqueness of the local two-sided unit and Proposition 3 we
have B4 = E,i = A% Evidently, in the considered sequence there
exists some minimum integer ¢t > ¢ which defines some minimum integer
w =t — i such that AY = E4 = R4. The proposition 4 is proven.

The value w can be called local order of the vector A. Respectively,
the vectors A such that A 4 # 0 can be called locally invertible vectors.

Proposition 5. Suppose the vector A is such that A4 # 0. Then
AolL; # Ao Lj,if L; and L; # L; are arbitrary two different global
left-sided units.

Proof. Suppose Ao L; = Ao Lj. Then Ao (L; —L;) = O. Since
A4 # 0, the vector equation A o X = O has a unique solution X = O.
Therefore, we have L;—L; = O = L; = L;. The obtained contradiction
proves the Proposition 5.

Proposition 6. Suppose the vector equation X o A = B has
solution X = S. Then p* different values X; = S o L;, where L;
takes on all values from the set of the global left-sided units (10), also
represent solutions of the given equation.

Proof. (SoL;)oA=So0(LijoA)=S50A= B. The Proposition 6

is proven.
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3 The proposed new form of the HDLP

The known form of the HDLP [12] used in the public-key cryptoschemes
is defined in the multiplicative group I' of some FNAA (finite algebra
of quaternions) with global two-sided unit, which is defined over the
ground field GF(p), as follows. Two 4-dimensional vectors Q,G € T’
having large prime order w, which satisfy condition G o Q) # @ o G,
are selected. Then two uniformly random integers t < w and * < w
are generated as the private key and the vector Y is computed as the
public key:

Y — Qt o G% o Qw—t — (Qt oG o Qw—t)x . (18)

Finding the pair of integers ¢ and x from equation (18) when the values
Q,G, and Y are known is called the HDLP. Finding the value x from
the known value G*, contained in the cyclic subgroup generated by
the vector G, represents the DLP, however the value G* is hidden
due to automophism map defined as Y = TG*T~!, where the vector
T = Q' is unknown. The public-key cryptoschemes described in [12]
perform correctly due to mutual commutativity of the automophism-
map operation and exponentiation operation (see formula (18)). In the
paper [13] a potential attack that uses the homomorphism of the group
I' in the multiplicative group of the field GF(p) is proposed. To prevent
that attack we propose to define the HDLP in the FNAAs containing
no global two-sided unit element (i. e., no globally invertible elements),
for example in the 6-dimensional FNAA introduced in Section 2.

In the proposed form of the HDLP the following facts are used:
Proposition 7. Suppose the product of two 6-dimensional vectors A
and B is equal to the global left-sided unit L, i. e. Ao B = L. Then
for arbitrary natural number ¢ the equality A’ o B = L holds true.

Proof.

Ao Bt = At 1lo (LoBi_l) = A1loBi-1l = A2, Bi—2 — ...
AoB=L.

The Proposition 7 is proven.

Proposition 8. Suppose the product of two 6-dimensional vectors
A and B is equal to the global left-sided unit L, i. e. Ao B = L. Then
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the map defined by the formula ¥)(X) = B o X o A, where the vector
X takes on all values in the considered FNAA, is a homomorphism.

Proof. Suppose X1 and X5 are arbitrary two 6-dimensional vectors.
Then we have

P (X10X9)=Bo(Xj0X9)oA=(BoXj0A)o(BoXy0A)=
P (X1) o1 (X2);

Y(X1+Xy)=Bo(X;+X3)oA=(BoX;0A)+ (BoXy0A)=
P (X1) + 1 (X2).

The Proposition 8 is proven.

Proposition 9. The homomorphism map operation ¢(X) = B o
X o A, where Ao B = L, and the exponentiation operation X° are
mutually commutative, i. e., the equality Bo X0 A = (Bo X o A)i
holds true.

Proof. Due to Proposition 8 we have 1(X?) = (¢(X))", i. e., Bo
XioA=(BoXo A)i. The Proposition 9 is proven.

We propose to use as post-quantum cryptographic primitive the
HDLP defined with the following formula for computing the public
key:

Y =B'oN"0A'=(B'oNoA"", (19)

where the vector N is such that Ax # 0, besides the local order of the
vector N contains a prime divisor having sufficiently large size.

4 Candidates for post-quantum public-key cry-
ptoschemes

4.1 The public key-agreement scheme

The common parameters of the formula (19) defining computation of
the public key Y after selection of the private key (¢,x) are generated
as follows:

1. Generate a 256-bit prime number p = 2¢ + 1, where ¢ is prime,
for example,
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p = 613078802041274279308669816278852397783419244286425

33948984609893264740644403;

q = 306539401020637139654334908139426198891709622143212

66974492304946632370322201.

2. Generate a random locally invertible vector N having order
w=q.

3. Generate a random locally invertible vector A having order w =
q, which satisfies the condition Ao N #£ N o A.

4. Select a random left-sided unit L.

5. Compute the vector B as solution of the vector equation Ao X =
L with the unknown value X.

The first and second users generate their private keys (¢1, 1) and
(t2,x2) correspondingly. Then, using the formula (19) they compute
their public keys Y7 and Ys. The public key-agreement scheme is de-
scribed as follows:

1. The users exchange their public keys via a public channel.

2. The first user computes the 6-dimensional vector Z; = B o
Yyt o Al

3. The second user computes the 6-dimensional vector Zo = B2 o
Y72 0 Al2.

Correctness proof of the protocol consists in proving that the both
users compute the same value Z:

Zl — Btl o (Bt2 o N*2 OAtg)wl ° Atl — Bt1+t2 o N*2%1 OAtz-i—tl;
Jo = Btz o (Btl o N1 o Ah)w? o At2 = Bl2tti 5 NT122 5 gpt1+l2

Thus, after performing computations in frame of the described cryp-
toscheme the users share the same secrete value 77 = Zs.

4.2 Zero-knowledge protocol

Zero-knowledge protocol is used for authentication of the remote users.
It is a public-key method by which one user, owner of the public key,
(called the prover) can prove to another one (called the verifier) that
he knows the private key connected with his public key, without con-
veying any information apart from the fact that he knows the private
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key. Security of the zero-knowledge protocols is based on the compu-
tational difficulty of finding the private key, when the public key is
known. Therefore, the post-quantum protocols of such type should be
based on the computational problems that are intractable for quantum
computers.

To implement a post-quantum zero-knowledge protocol one can use
the HDLP described in Section 4 and the method [18] for transforming
a public key-agreement scheme into respective zero-knowledge protocol.
The idea of such transformation is based on i) ability of two users to
compute a common secrete value after exchange of their public keys
and ii) applying the single-use public key of the verifier. The proposed
protocol is described as follows. The prover is the owner of public key
Y computed in correspondence with the formula (19), i. e., he knows
the private key (¢,x) connected with the vector Y, and the protocol
includes the following two steps:

1. The verifier generates a pair of uniformly random natural num-
bers (g, k) (his single-use private key) and computes his single-use pub-
lic key D and, using the public key of the prover Y, the value Z:

D=BYoNFoAY, Z=BIoY"oAI.

Then, using some specified secure hash function F}, he computes the
hash value h = F,(Z) and sends the values D and h to the prover.

2. The prover computes the value Z’ (that is the single-use shared
key connected with the public keys Y and D):

7' = Bt o D% 0 A,

Then he computes the hash value ' = Fy, (Z’). If ¥ = h, the prover
sends the value Z’ to the verifier. Otherwise the prover responses “The
request is incorrect”. The verifier compares the values Z’ and Z. If
Z' = Z, he concludes the prover is genuine. Evidently, the response
of the prover contains no information, with exception of the fact that
the prover knows the private key (¢, ) connected with the public key
Y. To ensure that the verifier knows the value of the response Z’, Bob
checks whether the equality A’ = h holds true.
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5 Conclusion

The introduced 6-dimensional FNAA does not contain the global two-
sided unit, but includes p* different global left-sided units. Relatively
the lasts one can define the operation of the homomorphism map, which
is mutually commutative with the exponentiation operation. The men-
tioned commutativity and the local invertibility of the elements of the
considered FNAA have been used to introduce a new form of the
HDLP. The introduced form of the HDLP have been applied to de-
velop the public key-agreement scheme and the zero-knowledge proto-
col that are proposed as candidates for the post-quantum public-key
cryptoschemes. Estimation of their security to different possible quan-
tum attacks appears to be an individual research task. One can suppose
that the main approach in frame of such research is connected with the
development of the potential quantum attacks on the proposed cryp-
toschemes which are connected with finding methods for reducing the
used HDLP to the DLP in the extension field GF(p®) with the value
s = 1,2,...,6, like in the case of the HDLP in the finite algebra of
quaternions [14].
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