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Abstract

A method for stream deniable encryption of secret message
is proposed, which is computationally indistinguishable from the
probabilistic encryption of some fake message. The method uses
generation of two key streams with some secure block cipher. One
of the key streams is generated depending on the secret key and
the other one is generated depending on the fake key. The key
streams are mixed with the secret and fake data streams so that
the output ciphertext looks like the ciphertext produced by some
probabilistic encryption algorithm applied to the fake message,
while using the fake key. When the receiver or/and sender of
the ciphertext are coerced to open the encryption key and the
source message, they open the fake key and the fake message.
To disclose their lie the coercer should demonstrate possibility
of the alternative decryption of the ciphertext, however this is a
computationally hard problem.
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1 Introduction

This paper is an extended version of the article [1].

The notion of deniable encryption (DE) was introduced by Canetti
et al. in 1997 [2] as property of cryptographic protocols and algorithms
to resist the so called coercive attacks that are performed by some ad-
versary (coercer) that intercepts the ciphertext and has power to force
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sender or/and receiver to open both the sent message and the encryp-
tion key. If the sender encrypts the secrete message using public key
of the receiver of the message, then we have the case of the public-key
deniable encryption schemes. If the encryption of the secrete message
is performed using a shared secret key, then we have the case of the
shared-key deniable encryption schemes.

The public-key DE protocols are applicable for preventing vote
buying in the internet-voting systems [3] and for providing security of
multiparty computations [4]. The shared-key DE algorithms represent
interest for information protection in computer and telecommunica-
tion systems. In literature the following cryptoschemes are considered:
sender-deniable [2], [3] (coercer attacks the sender of the ciphertext),
receiver-deniable [4] (coercer attacks the receiver of the ciphertext), and
bi-deniable [5] (coercer attacks the both parties of the secure commu-
nication session) cryptoschemes. The encryption scheme is deniable, if
it provides possibility to the sender or/and to the receiver to open a
fake message and a fake key instead of the secret ones so that disclosing
their lie is a computationally infeasible problem for the coercer. Practi-
cal methods for bi-deniable public-key encryption have been proposed
in [6], [7].

Fast methods for block deniable encryption are described in [8].
Those methods implement deniable encryption as simultaneous trans-
formation of two different messages, secret and fake ones, using two
keys, secret and fake ones, into the single ciphertext. In the paper [§]
it has been also introduced the notion of the computational indistin-
guishability of the DE from the probabilistic encryption. The DE al-
gorithm is considered as possessing such property, if it produces the
ciphertext that can be also produced by some probabilistic-encryption
algorithm used for ciphering the fake message with the fake key and
some random input. The stream DE algorithms proposed in [8] and [9]
are indistinguishable from some probabilistic encryption algorithms,
however those algorithms are very slow. At present no practical and
fast algorithms for shared-key stream DE are described in the literature,
such algorithms are very attractive for practical application to provide
information protection in computer and telecommunication systems
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though.

The present paper proposes a method and algorithm for sufficiently
fast stream bi-deniable encryption. Computational indistinguishabil-
ity from a probabilistic stream encryption is used as a design criterion.
The paper is organized as follows. Section 2 presents the design cri-
teria. Section 3 and 4 present method and algorithm for stream bi-
deniable encryption, correspondingly. Section 5 discusses the proposed
algorithm. Section 6 concludes the paper.

2 Design criteria

For designing a shared-key DE algorithm the following criteria have
been used:

- the algorithm should implement the stream encryption;

- the used encryption method should provide possibility of the in-
dependent decryption of each symbol of the produced ciphertext; this
criterion takes into account possible practical applications in the cloud-
computing technologies for processing data contained in encrypted files
having large size;

- the method should implement the DE procedure as simultaneous
encryption of the secret and fake messages using the secret and fake
keys;

- the output ciphertext generated by the algorithm should be com-
putationally indistinguishable from the ciphertext produced by some
probabilistic ciphering a fake message with a fake key;

- the algorithm should provide sufficiently high encryption speed;

- the algorithm should provide bi-deniability;

- one should provide possibility of the independent recovering of the
secret and fake messages, using secret or fake key, correspondingly.

3 Encryption method

One can consider text files as sequence of small data blocks having fixed
size, i.e. as sequence of bit strings with which symbols are coded. Thus,
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for encrypting a file or a message it is possible to apply formally the
fast bi-deniable block-encryption method proposed in [7]. To encrypt a
secret message T' = (T1,T5,...,T;,...,T,) represented as sequence of
the b-bit data blocks T; (b = 32,64, 128, or 256), in that method it is
supposed to generate a fake message M = (M, My, ..., M;, ..., My,),
where M; are the b-bit data blocks, having the same size as the secret
one and then to encrypt simultaneously all pairs of the data blocks T;
and M; (i =1,2,...,n) as follows:

1. Using some known secure block cipher with b-bit input data
block, encrypt the data block M; into the b-bit block Cjy, of interme-
diate ciphertext in accordance with the formula

Cum, = Ex(M;), (1)

where E is the used block cipher; K is the fake key.
2. Encrypt the data block 7; into the b-bit block Cr, of intermediate
ciphertext in accordance with the formula

CTi = EQ(Ti)7 (2)

where () is the secret key.

3. Compute the ith (2b)-bit block of the output ciphertext C; as
(2b)-bit binary polynomial satisfying the system of congruences

{ C; = Cpy, mod p(x) 3)
C; = Cp, mod A(x),

where binary polynomial u(x) = 1|/ (), || denotes the concatenation
operation; y'(x) is the binary polynomial, which is given by the right
b bits of the fake key K (i.e. the right b bits of the secret key K are
interpreted as binary polynomial); binary polynomial \(z) = 1|\ (x);
XN (x) is the binary polynomial, which is given by the right b bits of the
secret key Q.

In the method described in [8] the keys K and @ are generated

as a pair of random bit strings such that polynomials p/(z) and N (z)
are mutually irreducible, therefore the last system of congruences has
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unique solution C; < A(z)u(x) and can be computed as follows:
Ci = [Car Mx)(A™ () mod pu())+
+ Cryp(e)(p~ () mod A(x))] mod p(a)A(x).

In the case of small values of the data blocks the described method is
insecure, for example, in the case of simultaneous encryption of the files

T = (tl,tg,... ,ti,... ,tn) and M = (ml,mg,... s Mgy . .. ,mn), where t;
and m; are symbols having size b < 16 bits. To overcome this problem
we propose to modify the key for each value ¢ = 1,2,...,n. Due to

such modification it becomes possible to simplify computation of the
blocks C)ps, and Cf7,, if the sequences of the modified values of the
fake and secret key are generated in the form of some pseudorandom
sequence that is computationally indistinguishable from the uniform
random sequence. Besides, we propose to use unique fake and secret
key sequences for encryption of each secret message 1. Thus, we have
come to idea to generate fake (I') and secret (I') key sequences using
the block cipher E in accordance with the following formulas

Ex(il|V) mod 2% = (asl|8;) and Eq(il|V) mod 2% = («j]|5}),

where a;, 3;, o}, and B} are b-bit strings such that binary polynomials
wi(z) = 1||8; and \;(z) = 1|3} are mutually irreducible; V' is the 64-bit
initialization vector generated at random for each encrypted message
or file (the value V is not secret, therefore V' can be transmitted via
insecure channel).

The sequences I' and I can be written as follows:

I'= {(alHBl)v (OQH/B?)v SR (aZH/BZ)7 ceey (anH/Bn)} and
I = {(Q]181), (5]1B83), - - -, (ai]1B7), - - - s (|18 }-
The elements (;||3;) and (a|5}) of these sequences are to be used
to encrypt simultaneously the couple of symbols ¢; and m;. Instead of

formulas (1) and (2) one can use the following transformation of the
ith symbol of the fake and secret messages, respectively:

Cm; = m; D ay (4)

o, = tidal, (5)

7
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where @ is the XOR operation. The b-bit symbols ¢,,, and ¢, of the
intermediate ciphertext are to be mixed into the single (2b)-bit symbol
¢; of the output ciphertext in accordance with the following formula

ci = [cmi)\i(x)()\i_l(x) mod pu;(x))+

o (6)
+ e pi(@) (py (2) mod Ai(x))] mod ps(x)Ai(x),

where p;(x) = 1]|8; and \;(x) = 1]|8" are mutually irreducible binary
polynomials. Formula (6) defines solution of the following system of

congruences
Ci
{ i

System (7) defines the following formulas for computing the symbols
cm,; and ¢, from c¢;:

e m0d 14(2)
¢r, mod A (). (7)

Cm; = G mod /LZ(:E)v (8)
¢, = ¢ mod \;(x). (9)

Then the ith symbols ¢; and m; of the source texts 1T and M are
computed using the values «o; and o) with the following formulas (i =
1,2,...,n):

m; = Cm; B, (10)
ti = o, ®al. (11)

4 The stream deniable encryption algorithm

Suppose we have a secure block cipher E with 128-bit input data block
and 128-bit key K. Using the method described in Section 3 (in which
it is supposed that two parties of the communication session share the
secret 128-bit key @ and the fake 128-bit key K') we have constructed
the following algorithm for performing the stream DE of the secret
message T

INPUT: the secret message T' = (t1,t2,...,t;,...,t,) and encryp-
tion keys K and Q.
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1. Generate a fake message M having the same length as the mes-
sage T'.

2. Generate a random value of the 64-bit initialization vector V.

3. For i = 1 to n do the following steps.

3.1. Using the procedure Form_ af generate the ith elements
(0;]|Bi) and (o4]|B}) of the key sequences I' and I".

3.2. Compute the b-bit symbols ¢,,; and ¢;; of the intermediate
ciphertext using formulas (4) and (5).

3.3. Compute the (2b)-bit symbol ¢; of the output ciphertext as
solution of the system of two linear congruences (7), which is defined
by formula (6).

4. Compose the output ciphertext C = (c1,¢2,...,¢iy ..., Cp).

OUTPUT: the ciphertext C' = (c1,¢2,...,¢,...,¢,) and the ini-
tialization vector V.

The procedure Form_af5 used at step 3 is described as follows:

INPUT: two 128-bit keys K and @ and two 64-bit values ¢ and V.

1. Compute the value (o;||3;)) = Ek(i||V) mod 2%°, where E is
some specified 128-bit block cipher; a; and [; are b-bit strings; the
value Fk (i||V) is considered as binary number.

2. Compose the bit string u; = (1[|5;).

3. Compute the value (af||3!) = Eq(i||V) mod 22°.

4. Compose the bit string \; = (1]|5]).

5. Considering the bit strings p; and \; as binary polynomials y;(z)
and \;(z) of the degree b, respectively, compute the greatest common
divisor D = ged(pi(z), \i(x)).

6. If D # 1, then increment 3, < 8/ 41 mod 2° (here the bit string
B is considered as binary number) and go to step 4, otherwise STOP.

OUTPUT: two (2b)-bit elements (o|3;) and (a}||B]) of the key
sequences I' and I".

Decryption of the ciphertext C' produced by the proposed DE algo-
rithm requires using the value V assigned to C (i.e. sent together with
the ciphertext C') and both the secret and fake keys. The following
algorithm describes the decryption procedure.

Algorithm for decrypting the secret message.
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INPUT: the ciphertext C' = (¢1,c¢2,...,¢iy...,Cp), the encryption
key @, the fake key K, and the initialization vector V.

1 For i = 1 to n do the following steps.

1.1. Using the procedure Form_af3 generate the ith element (|| 5})
of the key sequence I".

1.2. Compute the b-bit symbol ¢;, of the intermediate ciphertext
using the formula (9).

1.3. Compute the b-bit symbol ¢; of the secret message using for-
mula (11).

2. Compose the message T' = (t1,to, ... ti, ... tp).

OUTPUT: the opened message T

5 Discussion

5.1 Security against the two-side coercive attack

Suppose a coercive adversary intercepts the ciphertext and initializa-
tion vector sent by sender to receiver of secret message and then forces
both the parties to open the message, the encryption and decryption al-
gorithms, and the encryption key. The encryption algorithm proposed
in Section 4 resists this attack, since the sender and the receiver are
able to fulfill coercers demands without opening the secret message.
For this purpose they open the following:

- the fake key K declared as the secret one;

- the fake message M declared as the secret one;

- probabilistic encryption algorithm that allegedly produced the
ciphertext intercepted by the coercer;

- decryption algorithm that discloses the fake message from the
cryptogram, while using the fake key.

To catch them in a lie, the coercer should show conclusively that
the ciphertext contains another message. The last can be performed
by guessing the secret key (), however this method is impractical due
to sufficiently large size of the value @ (128 bits).

Let us also consider the known-plaintext attack, i.e. suppose the
coercer knows the secret message. If he is able to compute the secret key
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@, then he is able to prove that the sender and the receiver are cheating
(the proving consists in opening the message 7' from the ciphertext C,
while using the key @). Suppose additionally that, using the known
message 1T and the value V', the coercer is able to compute the key
sequence I” and then all values Fg (i||V), where i = 1,2,...,n (see
step 3 in description of the procedure Form_af).

In this case the assumption about possibility to compute the key Q)
from the known 128-bit input ¢||V and output values Ex (i||V') leads
to conclusion about insecurity of the used block cipher E against the
known-plaintext attack. However in the proposed DE algorithm it
is used a secure block cipher, for example, AES that surely resists
such attacks and is recommended by the standard ISO/IET 18033-
3:2010 [10].

Thus, one can conclude the proposed DE algorithm provides bi-
deniability. The probabilistic encryption algorithm to be opened to
the coercer is described as follows.

Associated probabilistic stream encryption algorithm

INPUT: the message M = (my,ma,...,m;,...,my) and the en-
cryption key K.

1. Generate a random value of the 64-bit initialization vector V.

2. For i = 1 to n do the following steps.

2.1. Compute the value (a;||3;) = Ex(i||V) mod 2%, where E is
the specified 128-bit block cipher; «; and B; are b-bit strings; the value
Ek(i|]|V) is considered as binary number.

2.2. Compose the bit string u; = (1/|5;).

2.3. Generate randomly two b-bit strings p and 7'.

2.4. Compose the bit string n = (1]|n//).

2.5. Considering the bit strings p; and 7 as binary polynomials
wi(x) and n(x) of the degree b, respectively, compute the greatest com-
mon divisor D = ged(ui(z), n(x)).

2.6. If D # 1, then increment 7/ < 7’ + 1 mod 2° (here the bit
string 7 is considered as binary number) and go to step 2.4, otherwise
go to step 2.7.
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2.7. Compute the b-bit symbol ¢,,, of the intermediate ciphertext
using formula (4).

2.8. Compute the (2b)-bit symbol ¢; as solution of the following
system of two linear congruences:

Ci
{
where the bit string ¢,,,, is considered as binary polynomial and p(z) is
the binary polynomial represented by the bit string p.
3. Compose the output ciphertext C' = (¢1,¢2,...,Ciy...,Cpn).
OUTPUT: the ciphertext C = (c1,¢2,...,¢,...,¢,) and the initial-
ization vector V.

The value ¢; at step 2.8 can be computed using the following for-
mula:

Cm; mod 2% (Z’)

p(z) mod (z), (12)

¢i = [emn(x) (0™ (x) mod puy(x))+
+ p(a) (@) (7 (@) mod (a))] mod i) (a)

It is easy to see that for each symbol ¢; of the ciphertext C' there
exist different bit strings 1’ and p satisfying system (12). Indeed, for
given ¢; and arbitrary 1’ such that ged(p;(z),n(z)) = 1 the value p
satisfying (12) can be computed as binary polynomial p(x) = ¢; mod
n(z), where the bit string ¢; is considered as binary polynomial.

Thus, while using the encryption key K the associated probabilistic
encryption algorithm can potentially encrypt the message M into the
cryptogram C' produced by the DE algorithm. Since it is computa-
tionally difficult to prove that the ciphertext C' was produced by the
DE process, but not by the probabilistic encryption, one can say the
proposed DE algorithm is computationally indistinguishable from the
associated probabilistic encryption algorithm.

The decryption algorithm to be opened to the coercer is described
as follows.

Dishonest decryption algorithm
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INPUT: the ciphertext C' = (¢1,c¢2,...,¢iy...,Cp), the encryption
key K, and the initialization vector V.

1. For i =1 to n do the following steps.

1.1. Compute the value (ay]|8;) = Ex (i||V') mod 22°.

1.2. Compose the bit string p; = (1(|3;).

1.3. Compute the b-bit symbol c¢,,, of the intermediate ciphertext
using the formula (8).

1.4. Compute the b-bit symbol m; using the formula (10).

2. Compose the message M = (mqy,ma,...,mj,...,my).

OUTPUT: the opened message M.

5.2 Estimation of the encryption speed

For comparing the performance of the proposed algorithm with the
stream DE algorithm described in [7] one can roughly assume that
time complexity of computation of the value ¢; in accordance with the
formula (6) is equal to the time complexity of one block encryption
operation. Besides, the time complexity of generation of the values
(@il|Bi) = Ex(i||V) mod 22° and (af||B!) = Eg(i||V) mod 2% is ap-
proximately equal to 1 and 2 block-encryption operations, correspond-
ingly.

Thus, the time complexity of the encryption of one symbol of the
secret message is equal to & 4 block-encryption operations. Taking the
last into account one can get the following formula for the encryption
speed of the proposed algorithm:

10
T4 128
where b is the bit length of the symbols with which the secret message
is written; Sg is the encryption speed of the block cipher E.
While implementing the DE method from [8] using the block cipher
E, encryption of one symbol of the secret message takes on the aver-
age 220+1 operations of the block encryption and defines the following
formula for estimating the speed:

b SE
198  92b+1°

SE, (13)

Sp7 = (14)
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Comparing (13) with (14) one can state that the proposed stream DE
algorithm is significantly faster (by 22°~! times) than algorithm by
method in [8]. For example, in the case b = 8 the ratio S/Sg is equal
to 21°.

5.3 Probabilistic deniable encryption

The feasibility of practical use of the probabilistic encryption is related
to its providing better statistical properties of ciphertext. This thesis
provides credence to both the associated probabilistic stream encryp-
tion algorithm and the dishonest decryption algorithm that are to be
presented to the coercive attacker together with the fake key. In the
stream deniable encryption algorithm described in Section 4 no random
values are used, i.e. it is deterministic after the fake message was gener-
ated. From practical point of view it is interesting that one can modify
the proposed deniable encryption algorithm into the probabilistic de-
niable encryption one. Indeed, the probabilistic deniable encryption of
the messages 1" and M can be performed as follows:

1. Generate a random value of the 64-bit initialization vector V.

2. For i = 1 to n do the following steps.

2.1. Using the procedure Form_af generate the ith elements
(a;]|Bi) and (a]|B}) of the key sequences I' and I".

2.2. Compute the b-bit symbols ¢, and ¢, of the intermediate
ciphertext using formulas (4) and (5).

2.3. Generate at random two b-bit strings p and 7.

2.4. Compose the bit string n = (1||n/).

2.5. Considering the bit strings u;, A;, and n as binary polynomials
wi(z), Ai(x), and n(z) of the degree b, respectively, compute the greatest
common divisors D1 = ged(p;(x),n(z)) and Dy = ged(N;(x),n(z)).

2.6. If D1 # 1 or Dy # 1, then increment 7 « 7/ + 1 mod 2° (here
the bit string 7 is considered as binary number) and go to step 2.4,
otherwise go to step 2.7.

2.7. Compute the (3b)-bit symbol ¢; of the output ciphertext as
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solution of the system of the following three linear congruences

Ci = Cmy; mod MZ(:E)
¢i = ¢, mod A\ ()

¢i = p(x) mod n(x),

which is defined by the formula

¢i = LemAi(@)n(@) (A7 (@)n~" (2) mod pi(x)) +
+ e pa()n(x) (g (2)n~ (x) mod Ai(x)) +
+ pla)i(@)pi(x) (A (2)p; (@) mod n(=)) | mod Ai(a)i(w)n()

3. Compose the output ciphertext C' = (¢1,¢2,...,Ciy ..., Cn).

The associated probabilistic encryption algorithm connected with
the last one is the same as that described in Subsection 5.1, except
at step 2.3 there are generated (2b)-bit random values p and 7. The
corresponding dishonest decryption algorithm is exactly the same as
that described in Subsection 5.1.

6 Conclusion

It is proposed a method and algorithm for fast stream deniable en-
cryption satisfying criterion of the computational indistinguishability
from the stream probabilistic encryption. It has been shown that the
DE algorithm resists two-side coercive attack. As compared with the
stream DE algorithm presented in [8] the proposed one is significantly
faster, the algorithm from [8] has one interesting advantage though.
The advantage consists in using the same decryption algorithm for
opening both the secret and the fake messages from the ciphertext.
Such property is significant for providing security against coercive at-
tacks combined with measuring duration of the decryption process. In
our future research we plan to develop a fast stream DE method with
the same algorithm that decrypts the secret and fake message.
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