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Abstract

In her thesis, Mosina introduced the concept of mean-set of
random (graph-) group-variables and generalized Strong Law of
Large Numbers (SLLN) to (graphs) groups, which she used for
cryptanalysis of authentication schemes. This attack called the
mean-set attack is presented here. It allows to break the Sibert
authentication scheme on braid groups without solving the under-
lined difficult problem. We propose an amelioration to this attack
and its implementation on the platform CRAG. We carry some
experiments and we present the results. These results are dis-
cussed and they confirm those obtained by Mosina and Ushakov
with a considerable gain of time.
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1 Introduction

During these last years, several cryptosystems among which the au-
thentication schemes based on difficult problems in braid groups were
proposed. Indeed, Sibert and al. [21] presented authentication schemes
based on the conjugacy problem, the Diffie-Helmann-type conjugacy
problem, the root problem; in [3], Dehornoy designed an authentica-
tion scheme using the shifted conjugacy problem; Lal and Chaturvedi
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proposed in [8] two authentication schemes presumably based on the
difficulty of the root problem; Shpilrain and Ushakov also offered in
[20] an authentication scheme whose security is based on the hardness
of the twisted conjugacy search problem, etc. The security of these
authentication schemes relies on the difficulty to solve the underlined
algorithmic problems. So, the robustness of these schemes is ensured by
their resistance to the known cryptanalysis methods. Several methods
to attack the authentication schemes were suggested in the literature
[5, 6, 9, 10, 11, 23]. Mostly, these methods try to solve the difficult
problem used to design the scheme.

In 2009 in her thesis, Natalia Mosina presented a new probabilistic
approach to prove the vulnerability of the authentication protocols on
the braid groups [14, 15, 16] without solving the underlying problem.
So, given a group G with a probability measure induced by random
G-variables, Mosina defined the mean-set of random G-elements. She
stated and proved the Strong Law of Large Numbers (SLLN) on G,
and gave an algorithm to compute the mean-set of a sequence of inde-
pendent and identically distributed (i.i.d.) random G-variables. Using
these tools, she developed an approach called mean-set attack that
breaks the Sibert and al. authentication scheme, without solving the
difficult problem used to design the protocol. She then implemented
the attack and carried some experiments on the n-string braid group
B,, with the software package CRAG. In her approach, Mosina consid-
ered the relative frequency as the probability distribution on the group
B,,. However in [21], Sibert and al. suggested the use of the uniform
law to generate the braids and the bits in the authentication protocol.

In this work, we present the Mosina’s probabilistic approach and
a restricted form which uses the uniform law. We derive a simplified
mean-set attack algorithm that we implement on CRAG. We perform a
series of experiments and discuss the results obtained. We see that they
confirm those obtained by Mosina with a considerable gain of time.
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2 Probability on groups

2.1 Mean set of a random G-variable

Let G = (X) be the group generated by a non empty set X. Let C(X)
be the Cayley graph associated to G. Let (2, F, P) be a probability
space and ¢ :  — G a random G-variable.

e A probability distribution is a function p : G — [0,1] on & such
that:

u(g) = pelg) = Pw € Q| £ (w) = g},9 € G);
e The weight function is the function Mg : G — R defined by

Me(g) = d*(g,s)uls),

seG

where d(g, s) is the distance between g and s in the Cayley graph
Ca(X) of G.

e The domain domain(M) of the weight function M is defined by:

domain(M) = {g €G] Zdz(g, s)u(s) < oo} .

seG

The weight function M; is totally defined if for all vertices g € G,
M¢(g) < oo ie. domain(M) = G.

Definition 2.1. Let £ be a random G-variable such that Me(-) s
totally defined. The set E(§) of vertices g € G having the smallest
value of Mg i.e.

E(€) = {9 € G : Me(g) < Me(u),Vu € G}
is called mean-set of €.

Since d(a,b) = d(ga, gb) for all a, b, g € G we have:
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Proposition 2.1 (Shift Property). Let G = (X) be the group gen-
erated by a non empty set X and let ¢ € G. Suppose (2, F,P) is a
probability space and let £ : 2 — G be a random G-variable on €.
Then &, defined by {;(w) = g§(w) is a random G-variable and we have

E(&g) = gE(S).
2.2 The Strong Law of Large Numbers (SLLN)

Definition 2.2. Let &1,...,&, be a sequence of i.i.d. random G-
variables with & : @ — G defined on a probability space (2, F, P).

e The relative frequency

_ Hil&i(w) =g, 1 <i<nj|
N n

,un(g) = :un(ng)

1s the probability with which g occurs in the random sample
&1, ... &n. 1y defines a probability distribution on G.

e The sampling weight function is the function M, : G — R defined
by
My(g) =Y d*(g,5)n(s),

seG

where d(g, s) is the distance between g and s in the Cayley graph
Ca(X) of G.

e The sample mean-set of £&1,...,&, is the set S,, defined by

Sn =S(&1,...,&,) ={9 € G: M,(g9) < My(u),Vu € G}.

We now state the SLLN generalized to graphs and groups which
shows the convergence of the sample mean-set S,, to the mean-set E(¢)
when n — oo.

Theorem 2.1. Let G = (X) be the group generated by a non empty set
X, where its associated Cayley graph Cq(X) is connected and locally
finite. Let {&}52, be a sequence of i.i.d. random G-variables. If the
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weight function Mg, (-) is totally defined and E(&1) = {g} for some
vertex g € G, then

lim S(&,...,&) = E(&)

n—oo
with probability 1.

For more details, see [14, 15].

Let G = (X) be a group and G; = {g1, ..., gn} be a subset of group
G with cardinality n. In [16], the following polynomial algorithm to
compute the mean-set of G; is described.

Algorithm 2.1. Computation of the mean-set in a group
INPUT: the group G by its set X of generators and a subset Gi =

{91, --s9n} of G.
OuTPUT: An element g of G having the smallest weight function.

COMPUTATIONS:

A. Choose a random element g € G according to some probability
measure p on G.

B. If for every x € X*', M, (g9) < M, (9x), then output g.

C. Otherwise put g « gz, where x € XT' is an element minimizing
the value of M, (gx) and go to step B.

The computation of S,,, the mean-set of the sample G1, poses some
problems:

e The computation of the set {M(g) : ¢ € G} requires at least
O(|G1]?) elementary operations. This computation is practically
impossible when n is too large;

e The computation of the distance function d(-, -) is difficult in some
groups like the braid groups.

364



Probability on groups and cryptography

However, Algorithm 2.1 presented above allows to solve the first
problem. Indeed, it is a direct descent heuristic algorithm and it com-
putes the sample mean-set since the weight function M,, comes from a
sequence of random elements of G;. The second problem is the compu-
tation of the distance between two elements in G. An approximation of
the computation of the distance is described in [12]. Although it does
not guarantee an optimal solution, this approximation sometimes has
been used in a series of attacks.

3 Cryptanalysis of the authentication protocol

We now present the probabilistic approach used by Mosina to attack
an authentication protocol in the braid groups [16].

3.1 The Sibert and al. authentication protocol

The authentication is a procedure that permits the user to convince the
interlocutor of its identity. So, it involves two parties: the Prover (user)
and the Verifier (interlocutor). The Prover provides the purported
identity to the Verifier, and then both the Prover and the Verifier
should corroborate and act simultaneously such that the Verifier should
be convinced of the identity of the Prover. Only the Prover knows the
secret value corresponding to his public one, and it is the proper use
of this secret value which allows to convince the Verifier of its identity.

For n > 2, the n-string braid group denoted B,, is the group with
the following presentation:

B, = <Ul7--- yOn—1

0i0j = 0404 for ’Z—j’22 (1)
O'Z'O']'Ui:O'jUin for |i—j|:1 ’

We present the Sibert and al. authentication protocol. The security
level of this protocol is parametered by the size of the used braids and
by the rank of the group B,.

Protocol 3.1. Let n be an integer, let b be a braid in B, and let h be
a hash function. b is written on its normal form or handle reduction
form.
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Phase I. Keys generation

Private key: Alice chooses a secret braid s € B,

Public key: Alice publishes (b,b) with b’ = h(s'bs)

Phase II. Authentication phase: repeat k times

Engagement: Alice choses a random braid v and sends x = h(r~1b'r)
to Bob;

Challenge: Bob sends a random bit € to Alice;

Answer:

o [f e = 0, Alice sends y = r to Bob and Bob checks if x =
Wy ''y);

o If e =1, Alice sends y = h(sr) to Bob and Bob checks if © =
h(y~'by).

3.2 Mean-set attack

In this section we present the mean-set attack on the protocol 3.1 de-
scribed above (see also [16] or [14]).

3.2.1 Principle

If observe the Sibert and al. protocol 3.1, wee see that the Prover
sends to the Verifier sequence of two types of random elements: r and
sr, where r is a randomly generated element and s is the secret of the
Prover. An Intruder (Eve) can intercept and arrange the answers of
the challenges in a table similar to Table 1.

We obtain two sets Ry and Ry of elements, corresponding to e = 0
and € = 1 respectively. Ry = {r;,,...,r;} and Ry = {srj,,...,srj,},
where all the elements r; (i = 1,...,k = [+1t) are distributed according
to a probability law p. The objective of Eve is to retrieve the secret s
using the intercepted sequences Ry and R;.

Suppose G = Z. In this case, we write Ry = {s+7;,,...,s+rj,}, and
we can compute the empirical average 7y = % Zin:l r;,, of elements of
Ry C Z and the empirical average 77 = 1 Z;Zl(s—i-?‘jp) =s+1 22:1 i,
of elements of Ry C Z. By the SLLN (Section 2.2, Theorem 2.1), if the
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Table 1. Principle of the mean-set attack

Tour | Challenge| Answers type | Answers type
#1 # 2

1 e=1 - 811

2 e=0 T2 -

3 e=20 r3 -

4 e=1 — sT4

9 e=20 Trs -

k e=20 T -

sequence Ry is too large, then 7y tends to the mathematical expectation
E(u) of the distribution p in Z. Similarly, if the sequence R; is too
large, then 77 tends to s + E(u). Hence, by subtracting the limit of 7
to the limit of 77 we obtain an approximation of the secret s.

So, in this case, where G = Z, we can compute the secret thanks
to the following three properties:

(AV1) (SLLN for real-valued random variables): If {£;}9°; is a sequence
of real i.i.d. random variables and if E(£;) < oo, then

1 n
= &-E(E)
n 4
i=1
with probability 1 when n — oo.
(AV2) (Shift Property): For all real random variable &, we have
E(c+¢) = c+E(¢),

where ¢ is a constant.

(AV3) (Efficient computation): The average 2 3" | &; is efficiently com-
putable.
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Now, this method can be generalized to some infinite groups where
these three properties (AV1), (AV2) and (AV3) are defined similarly
and are satisfied. Indeed let G be an infinite group.

e For a random G-variable £ : Q@ — G, define a set E(§) C G called
mean-set;

e For a set of n random G-variables &1,...,&,, define a set S, =
S(&1,---,&) € G called the sample mean-set of &1, ..., &,.

Hence, we have the shift property E(s§) = sE(£) and a generalization
of the SLLN for groups in the sense that S(i,...,&,) converges to
E(&1) when n — oo, with probability 1. Moreover, suppose that the

sample mean-set S(&1,...,&,) is efficiently computable. Then Eve can
form the sets S(srj,,...,sr;, ) and S(ry,,...,7, ) and compute
-1
S(srjs-wy8m5, ) STy, -y )]

which contains s with high probability when n is sufficiently large.

Below is the algorithm of the mean-set attack designed by Mosina.

3.2.2 Attack algorithm

Algorithm 3.1. The mean-set attack Algorithm
INPUT: the Prover public key (t,w) and the sequences Ry and Ry;
OUTPUT: an element z such that t = zwz"' or 'Failure’.
COMPUTATION:

A. Apply Algorithm 2.1 to Ry and get gg.

B. Apply Algorithm 2.1 to Ry and get g;.

C. If gigy " satisfies t = (g1gy ") w(grgg '), then retrieve gigy .
Otherwise output Failure.
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4 An amelioration of the mean-set attack

As mentioned by Sibert and al. in [21], we now consider the uniform
law as the probability distribution used to generate r and e in the
protocol 3.1. We need to redefine the parameters of Section 2.2 for this
restriction.

e Taking a sample S of k elements in B,,, the probability for an
element to appear more than once in S is negligeable (since the
probability distribution is uniform and |B,| = c0); we then have
the relative frequency

1
i(9) = (g, w) = 7,
where g € S.

o The sample weight is

Mi(g) = 7 3" (0,1),

€S
where d(-,-) is the distance function in B,.

e The sample mean-set is
Sk =8(&,. .-, &) =

={g€B,: Zdz(g,z’) < Zdz(u,i), Vu € By}

i€S €S
The SLLN is then stated as follows:

Theorem 4.1. Let B, be the n-string braid group and let {£;}:°, be a
sequence of i.i.d. random B, -variables. If M, (-) is totally defined and
E(&1) = {g} for an element g € B,,, then

klglgo Sk = E(&) = {g}-
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Proof. Similar to the proof of theorem 2.1 which can be seen in [14,
15]. O

Now take a sequence of sample elements in B,,. We can approxi-
mate the mean-set of random B,-variables. We experiment Mosina’s
algorithm 3.1 on CRAG by varying (n) the number of strings, (L) the
length of the secret keys and (k) the number of elements in the sample.
The results are presented in Tables 2-3.

T.T represents the ratio for obtaining the trivial braid e as element
of the mean-set (on 100 tests).

[{gi|short(g;) = e}
100

with g; the element of the mean-set for the i-th test and short(g;) is
the shortest normal or reduced element representing g;.

DLMoy represents the average length of the braids when the ele-
ment of the mean-set is different from the trivial braid.

1
DLmoy = !
moy 100—TT*100; x(9).

T.T =

where S is the set of the elements which are different from the trivial
braid and I x (g) represents the length of the element g with respect to X.

Table 2. Experimental results of the approximation of the mean-set of
a random Bsg-variable

L\k 20 40 80 160
T.T | DLMoy | T. T | DLMoy | T.T DLMoy | T.T DLMoy
10 65% | 1,08 92% | 1 100% | 0 100% | O
20 45% | 1,66 88% | 1,8 96% 1 100% | O
30 45% | 3,3 60% | 1,7 89% 1,45 98% 1
40 21% | 5,87 48% | 5,11 64% 3,5 89% 8
50 14% | 13,03 29% | 6,7 1% 6,06 88% 5

An analysis of these results shows that the element of the mean-set
of a random B,,-variable is either the trivial braid or either a braid
which is very closed to the trivial braid (see that DLMoy tends to 0
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Table 3. Experimental results of the approximation of the mean-set of
a random Bjg-variable

L\k 20 40 80 160
T.T | DLMoy | T.T | DLMoy | T.T | DLMoy | T.T | DLMoy

10 85% | 1,33 9% | 1 100% | 0 100% | 0

20 10% | 1,29 92% | 0,99 100% | 0 100% | 0

30 16% | 1,59 93% | 1,01 100% | 0 100% | 0

10 31% | 1,42 88% | 1,66 9% | 1 100% | 0

50 29% | 2,8 4% | 1,8 98% | 1 100% | 0

when T.T tends to 100). Hence we can deduce the following proposi-
tion:

Proposition 4.1. Let B,, be the n-string braid group and let g € By,.
Let (2, F,P) be a probability space and let {&7};}; be a sample of
random By,-variables. Then for the random By-variable & defined by
€9(w) = g&i(w), we have

lim S (&, ﬁg) =g lim Sg(&1,...&) = g.
k—o0 k—o0

This proposition means that lim, o S(&1,...,&) = E(&) = e,
where e is the trivial braid in B,. We then pose the following conjec-
ture:

Conjecture 4.1. Let B, be the n-string braid group. Let (Q,F,P)
be a probability space and let € : Q@ — B, a random B,-variable.
Then E(§) = {g}, where the normal form short(g) of g is such that
short(g) = e, the trivial braid in B,,.

Thus, from the set R; defined in Section 3.2.1, one can compute
the set

S(s7jy5 .-, 875,)
which contains element s with a very high probability when k is large.

We can then rewrite the attack Algorithm 3.1 as follows.
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Algorithm 4.1. The revisited mean-set attack Algorithm
INPUT: the Prover public key (t,w) and a sequence Ry

OUTPUT: an element g such that t = gwg™" or 'Failure’
COMPUTATION:

A. Apply Algorithm 2.1 to Ry and get g.
B. If g satisfies t = g~ wg, then retrieve g. Else Failure.

The experimental results, implemented on CRAG with this revis-
ited mean-set attack Algorithm 4.1, are presented in Tables 4-6. Here,
we vary n the number of strings, the length L of the words and the
number k of tours in the algorithm (or elements in the sample).

Table 4. Experimental results of the attack Algorithm 4.1 in Bjy

L\k 20 40 80 160
10 66% 95% 100% 100%
20 55%, 85%, 95% 100%
30 13% 38% 67%, 100%

Table 5. Experimental results of the attack Algorithm 4.1 in Byg

L\k 20 40 80 160
10 73% 99% 100% 100%
20 60%, 95%, 100% 100%
30 45% 90% 100%, 100%

Table 6. Experimental results of the attack Algorithm 4.1 in Bgg

L\k 20 40 80 160
10 94% 100% 100% 100%
20 89%, 100%, 100% 100%
30 65% 97% 100%, 100%

On these tables, we see that the rate of success increases when
the values of k increase. The length of the key influences the rate
of success. Also, the success rate increases with the rank (number of
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strings) of the group . These results, as those on Tables 2 and 3, confirm
Mosina and Ushakov’s obtained in [16]. Moreover we obtain a slight
rise of the success rate, compared to Mosina. Furthermore, we gain in
computation time since we need to compute only the mean-set of the
set Ry, instead of computing for Ry and R;. Note that the computation
of the mean-set is timely significant when k& and L are large.
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