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Abstract

Wireless Communications have become a very attractive and
interesting sector for the provision of electronic services. Mobile
networks are available almost anytime, anywhere and the user’s
acceptance of wireless hand-held devices is high. The services, are
offered, are strongly increasing due to the different large range
of the users’ needs. They vary from simple communications ser-
vices to special and sensitive purposed applications such as elec-
tronic commerce and digital cash. It is obvious that in future
wireless protocols and communications environments (networks),
security will play a key role in the transmitted information opera-
tions. This paper summarizes key issues that should be solved for
achieving the desirable performance in security implementations
and focuses alternative integrations approaches for wireless com-
munications security. It gives an overview of the current security
layer of wireless protocols and presents the performance char-
acteristics of implementations in both software and hardware.
We also propose some efficient methods to implement security
schemes in wireless protocols with high performance. The pur-
pose of this paper is to provide the state-of-the-art and research
trends on implementations of wireless protocols security for cur-
rent and future wireless communications.
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cryption Algorithms, Network Security, Hardware Implementa-
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1 Introduction

While the wireless devices are coming to the offices and houses, the
need for strong secure transport protocols seems to be one of the most
important issues in the mobile standards. From email services to cellu-
lar provided applications, from secure internet possibilities to banking
operations, cryptography is an essential part of the today’s users needs
[1]. Recent and future mobile communication systems have special
needs for cryptography. They must support the three basic types of
cryptography: Bulk Encryption, Message Authentication and Data In-
tegrity [2]. Most of the widely used wireless systems support all the
above different types of encryption. Additionally, some systems offer
to the users the choice to select among two or three alternative ciphers
for each encryption operation. The user can select the best-suited al-
gorithm according to the application needs. In most of the cases, the
same encryption system implementation supports all the three differ-
ent types of cryptography. The standards for mobile applications and
services are maturing and new specifications in security systems are
being defined. This leads to a large set of possible technologies that a
service provider can choose. Although organizations and forums seem
to agree to the increasing need for secure systems with wide strength,
cryptography is still a big black hole in the wireless networks because
of the implementation difficulty. The security layers of many wire-
less protocols use outdated encryption algorithms, which have been
proved unsuitable for hardware implementations, especially for wire-
less hand-held devices. In general, the ciphers use large arithmetic and
algebraic modifications, which are not appropriate for hardware im-
plementations. That’s why ciphers implementations allocate many of
the system resources, in hardware terms, in order to be implemented
as components. So, in many cases software applications have been
developed, in order to support the security and cryptography needs.
But, the software solution is not acceptable for the cases of hand held
devices and mobile communications with high speed and performance
specifications.
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2 Security Layers of Wireless Protocols

In the recent years, many wireless protocols and unwired communica-
tions systems were proposed. Some of them are already in use with a
wide range of customers. In order to study the implementation issues
of their security layers, a detailed analysis of most of these is needed.
In the next paragraphs, the most widely used wireless protocols and
their security layers are described briefly.

Wireless Application Protocol (WAP) is the de-facto world stan-
dard for the presentation and delivery of wireless information and tele-
phony services on mobile phones and other wireless terminals. The
Wireless Transport Layer Security (WTLS) is the layer of the WAP pro-
tocol dedicated to the security. It supports privacy, data integrity and
message authentication. Applications such as e-commerce and online
banking demand advanced level of wireless communications security.
The WTLS is based on the philosophy of the well known TLS (Trans-
port Layer Security). In Figure 1 the WTLS architecture is shown.
Powerful encryption algorithms have been chosen to support the three
different cryptographic operations. Bulk encryption uses DES, IDEA
and RC5, message authentication is based on RSA, Diffie-Hellman and
Elliptic Curve. MD5 and SHA are the used hash functions.

Bluetooth is a wireless communication system that defines the way
that portable computers, cellular telephones and a variety of other de-
vices can be connected using low-power and short range wireless links.
The Bluetooth specification includes security features. The system
supports authentication and encryption processes. These features are
based on a secret link key that is shared by a pair of devices. To
generate this key a pairing procedure is used when the two devices
communicate for the first time. The encryption of the payloads is car-
ried out with a stream cipher called Eo that is re-synchronized for every
payload. This algorithm is based on a method derived from the sum-
mation stream cipher generator, attributable to Massey and Rueppel.
The authentication function proposed for Bluetooth, is a computation-
ally secure authentication code, often called MAC. The algorithm used
for this type of encryption is SAFER+. It was one of the contenders for
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Figure 1. WTLS Security Layer Architecture

the Advanced Encryption Standard (AES) submitted by Cylink, Corp
Sunnyvale, USA. This algorithm is an enhanced version of an existing
64-bit block cipher SAFER-SK 128.

HIPERLAN is ETSI’s wireless broadband access standard. The
specifications of this communication protocol define an encryption/de-
cryption part for optional use. All the HIPERLAN MAC entities use
common keys for the encryption algorithms that the protocol supports
(Figure 2). These are called HIPERLAN key set. Every key of the
set is described unique with its own identifier. In the security part
of the protocol the ciphertext is produced by an XOR procedure over
the plaintext. The encryption function except the keys, requires also
a random sequence generation. ETSI claims that the security part
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that has been adopted in HIPERLAN utilizes the level of protection
of a wired LAN. It is not easy to give details of the security level and
the strength of the privacy that the HIPERLAN supports because the
specified ciphers are not commercially available yet.
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Figure 2. HIPERLAN Security Scheme

The IEEE 802 standards committee formed the 802.11 Wireless
Local Area Networks Standards Working Group in 1990. The Wire-
less Local Area Network (WLAN) specifies an optional encryption part
that is named Wireless Encryption Privacy (WEP) [4], which is illus-
trated in the next Figure 3. This security part supports the defence line
of the protocol against the external attacks. Theoretically, an eaves-
dropper with the appropriate compatible radio modem could listen
the transmissions of the protocol users. WEP tries to keep out these
unwelcome interferences in the protocol’s established communications.
The encryption strength that WEP offers is under US export control.
In external markets, like Singapore, the 64-bit RC4 is used with a 40
bit secret key. The latest attempts of the US show that the 128-bit
encryption is going to be adopted for the encryption mode. The au-
thentication function uses the same key with the encryption. The use
of the common key for both security operations imports a high level

172



Mobile Communications World: Security ...

risk for the protocol. The authentication works efficiently only if the
WEP is supported by the WLAN. Without the encryption mode the
authentication procedure is cancelled.
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Figure 3. Wireless Encryption Privacy (WEP)

3 Security Software Developments

Today, the most complicated cryptographic systems have been imple-
mented in software than in hardware. One major reason is the imple-
menters increased knowledge in software programming, than in hard-
ware design. Software tools are widely spread with low prices, while
VLSI CAD commercial tools are only on interest of large companies and
specified research groups. Individual users and class projects are re-
stricted to software possibilities. Almost all the encryption algorithms
have been implemented in assembly and in other languages compilers
such as C++ and Java. For many years, the majority of the applied de-
velopment techniques were related to the sequential applications than
those related to the real time systems. Lately, programmers made
hard efforts in order to find efficient solutions to the implementation
problem by using different software compilers. Today, a programmer
can develop a real time system in many software languages such as
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Ada, Modula2 or Occam. These languages contain constructs for pro-
gramming concurrency, which make them suitable for large real time
systems. At the same time, new compilers appear in the foreground, es-
pecially with many possibilities for real time developed systems. Erlang
is a good example of such a language compiler. A team of employees
at the Swedish communications firm Ericsson developed this language.
It’s used to write huge real-time control programs for telephone ex-
changes and network switches. One basic advantage of Erlang is the
language support code replacement in a running system. It allows new
versions of code’s functions to be executed at the same time. This is
very useful in the non-stop systems, telephones exchanges, air-traffic
control systems, etc, where the operation cannot be stopped to make
changes in software. In such systems encryption algorithms and secu-
rity schemes are also included, and can be easily modified and updated
“on the fly” due to this certain language specifications. Another prim-
itive characteristic is that this language supports three constructs for
detecting run time errors.

One basic advantage of software is that the development of an op-
eration such as encryption is significantly easy process. Many crypto-
graphic libraries exist and someone can prototype ciphers with no spe-
cial effort and no long waste of time. On the other side, a hardware im-
plementation needs much effort and a lot of time for designing and test-
ing. Generally the software developments performance is much slower
than typical network bandwidths. Fast hardware systems are imple-
mented and are projected to achieve speeds for encryption/decryption
processes, comparable to the network bandwidths. In Table I, the soft-
ware performance characteristics of the most well-known cryptographic
algorithms are shown.

The ciphers have been implemented in Java (using the Cryptix
Library) in one run interpreted on a Pentium II/266 Linux System [5].
The encryption transformed plaintext data is 1 Mbyte. The works from
the other research groups [6-7] have also been included into the above
table.

Another comparison study of ciphers software implementation has
been done in C++ [8]. The algorithms’ performance has been analyzed
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Table I. Software Implementation Performance of Encryption
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41442 202
20506 409
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in a Pentium Processor and their performance characteristics are illus-
trated in Table II. These measurements have been taken for needed

clock cycles per output byte.

.
SEAL 4
BLOWFISH 18
KNUFU 20
RCS 23
DES >
IDEA L
TRIPLE DES L
RIJNDAEL &=

Table 1I. Ciphers Software Performance Comparison

4 Encryption Algorithms and Hardware De-
vices

The applications increasing demand for computation power, and the
power reduction requirements for portable devices, force us to consider
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that general-purpose processors are no longer an efficient solution for
mobile systems. So, new hardware approaches are needed in order
to implement some computational heavy and power consuming func-
tions in order to meet the current network speed requirements. Such
approaches are:

Recent Application-Specific Integrated Circuits (ASIC) technology
was the solution that created better opportunities for implementing
real-time and more sophisticated systems. ASICs devices guarantee
better performance, with enough small dedicated size. The reliability
reaches high limits and the turnaround time is fast. The implementa-
tions in these modules are characterized of tighter design security than
any other type of devices. ASICs include several custom and simicus-
tom hardware designs.These devices are based on Programmable Logic
Devices (PLD), Gate Arrays (GA) and Standard Cells (SC). In our
case ASICs can be described as follows: custom-designed hardware,
specially tailored to one particular encryption process. They require a
significant initial investment for design and testing. If such a device
doesn’t produce in mass quantities, it is not economical for the market.
ASICs seem to be more suitable for dedicated applications and not for
an extended purposed encryption system.

Between the software applications and the ASICs devices there is a
middle ground. This area is covered by the Field Programmable Gate
Arrays (FPGAs) and Complex Programmable Logic Devices (CPLDs).
These components provide reconfigurable logic and they are commer-
cially available at low prices. They support the benefits of the cus-
tomisable hardware and they are software-driven implementations. Of
course, these devices vary in capacity and performance. The main dis-
advantage of them is that they are not suitable for the implementation
of large functions. Programmable logic has several advantages over
custom-hardware. It is less time-consuming, for the development and
the design phase, than the custom-hardware approach. These devices
are more flexible than ASICs. They can be reused for cryptanalysis of
many different encryption algorithms with little extra effort.

Another solution to the implementation platform problem is smart
cards. This issue has to do more with fit than with performance.
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In smart cards the RAM requirements are more important, than the
clock’s frequency. Most commodity smart cards CPU today include 128
to 256 bytes of on-board RAM. Each CPU family contains members
with more RAM capacity and a correspondingly higher cost. Although
some CPUs include enough RAM to hold the keys of the algorithms, it
is often not realistic to assume that such a large fraction of RAM can
be dedicated solely to the encryption function. In a smart-card operat-
ing system, encryption is a minor small part of the system and will not
be able to use more than half of the available RAM. Obviously, if an
encryption/decryption system does not fit on a certain CPU, with par-
ticular configuration of its components, the performance of the system
is unrealistic. Even if an algorithm fits onto smart card, the encryption
function will not be able to use all of the RAM capacity. For example,
an algorithm that needs at about 100-bytes RAM seems to fit in a 128-
bytes smart card. Of course this is a theoretical result because there
are RAM requirements also for the control procedure that handles the
total security process and these requirements increase the need of the
memory-limited capacity. It is clear that the devices of this category
are not proper for large encryption systems with special specifications.

In general, hardware implementations have been proved better ap-
proaches compared with the software developments, in the terms of
throughput, and operating frequency. Of course the covered area re-
sources is a factor that have to be under consideration. The covered
area and the performance results of some good hardware implementa-
tion examples of ciphers are shown in Table III.

For all the hardware devices there are some common factors that
make the implementation of the ciphers in powerful hardware engines
a very hard process. The most critical of them is the large number
of registers for key storage, which are used by most of the algorithms.
As it has been already mentioned above, the security of ciphers is a
function of two factors: the strength of the algorithm and the length
of the key. While the strength of a cipher is a fixed factor since algo-
rithm’s definition, the key length is a parameter that can vary. Ciphers’
introducers and cryptographers use large keys for more secure opera-
tions. This means larger number of buffers and storage units and larger
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hroughput

Encrvption Algorithm Mbit
. (Mbit'sec)

RSA [9] 47,61 mm*

IDEA [10] ASIC 50.01 mm* 25 178

DES [11] FPGA 741 CLBs 100 400

Elliptic Curve [12] FPGA 1290 CLBs 45 0.031

SAFER +[13] FPGA 6068 CLBs 50 640

Rijndael [14] ASIC 32,50 mm-* 35 610

Triple-DES [15) ASIC 1225 mm* 105 6.7 Gps

Twolish [16] ASIC 35000 gates 66 200

Kasumi [17] FPGA 749 CLBS 3535 71

Table I1I: Hardware Implementation Characteristics of Encryption
Algorithms

memory requirements, for hardware integration. This event has finally
cost in the chip’s covered area and sometimes in the I/O devices of the
system. In order to face this problem RAM blocks are mainly used in
hardware implementations. However, in many cases the availability of
RAM usage is restricted. The internal memory capacity of many hard-
ware devices is limited. The use of external RAM reduces the total
system performance and increases the system’s covered area. All these
factors are critical items, which must be taken care of special attention
of the designers. The application itself defines each time the impact
grade of these factors.
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5 Alternative Solutions for Security Imple-
mentations

The problem of hardware implementation is a function of two different
factors: cryptographic algorithms architectures and the efficient inte-
gration of them. All forums and organizations in the wireless communi-
cation world have specified security layers/systems and have published
the selected ciphers that these systems are based on. In order the secu-
rity with high-level strength to be ensured, three schemes of encryption
must be applied in a communication handshake: Bulk Encryption, Mes-
sage Authentication and Data Integrity. The wireless protocols have
defined alternative ciphers in each type of the above schemes. Large
encryption systems have been mainly implemented only in software. In
hardware devices have been integrated only encryption algorithms sep-
arately in different devices and ounly a few simple encryption systems
[18], [19].

The previous years, the hardware integration approach to the issue
of security implementation was the ASICs solution. Implementations
on these modules achieve high-speed performance and have been proved
confidant solutions. Although in the case of wireless protocols, this im-
plementation aspect is proved unfeasible. The hardware integration of
a set of ciphers, that a protocol defines, consults to a very large circuit.
Encryption algorithms implementations, that have been published un-
til know in ASICs, cover an area of 40-60 mm? each. For example, the
WAP cipher set integration (eight algorithms in total), in one or more
ASICs needs an area about 400-480 mm?, plus the space needed for
the total control unit and routing allocated area. Such an ASIC device
is very difficult to be designed and manufactured. Of course the cost
of the chip is increased dramatically in this case.

Nowadays a flexible encryption system, which would support the
operation of a set of ciphers integrated in the same module, can be
implemented with hardware and software cooperation. This type of
cooperation could be achieved efficiently by the principles of reconfig-
urable computing. A proposed solution is the design of a reconfigurable
cryptographic system, which will support at least bulk and message
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authentication encryption. Reconfigurable computers are those ma-
chines that use the reconfigurable aspects of Reconfigurable Processing
Units (RPUs) and FPGAs to implement a system/algorithm. The
algorithms are partitioned into a sequence of hardware implementable
objects (hardware objects). This type of objects represent the serial be-
haviour of the algorithm and can be executed sequentially. The design
technique based on hardware objects offers to the developer/designer a
logic-on-demand-capability that is based on the reconfigurable comput-
ing. The appropriate software, in order to suit the application at hand,
modifies the architecture of these computing platforms. This means
that within the application program a software routine has been writ-
ten to download a digital circuit (chip design) directly into the RPU.
The main idea of these designs is the alternation among static and
dynamic performance of the system.

Static circuitry is the part of the operation performance that re-
mains in action between the different configurations of the system.
This must be in the maximum of the design possibilities and much
attention must be paid for its optimization. General-purpose blocks,
such as adders, belong to this part of performance. Another example of
the static parts is the storage units. These are the parts of each system
that never are been changed during different operations. Always they
maintain the characteristics that the initialization process has set. On
the other hand, there is the dynamic circuitry. With this term, we
mean the parts of the system that change during configuration. These
blocks must be minimized in order to increase the system performance.
If there are not basic common parts between the selected algorithins,
the dynamic circuitry is high enough and this is bad for the system
operation. Dynamic circuitry increases the demands for the systems
resources and decreases its attribution. It has been cleared that the
selection of similar ciphers would be approved a critical factor of the
design hardware implementation.

Of course there are no many choices for similar ciphers’ architec-
tures in the technical literature. In order to achieve this, the designer
of a powerful security system has to choose one flexible algorithm for
bulk encryption with the ability to operate as a hash function (data
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integrity). The addition of some extra parameters in the algorithm’s
architecture is necessary for the efficient operation of the two encryp-
tion modes. In this way, the needs of the system resources are reduced.
At the same time, we have to avoid ciphers’ with heavily arithmetic
functions such as multiplication and modulo processes. These opera-
tions have difficultly been implemented in hardware devices and they
have no commonality.

The implementation of a security system with some common basic
parts, which can be used for the implementation of ciphers’ common
functions, seems to be the more sophisticated alternative solution for a
large encryption engine. With the term basic parts we mean “heavy”
algebraic or logical components of the algorithms’ architectures. In
most of the cases it is difficult to implement these parts in a hardware
device, with high-speed performance and minimized covered area. An
example is the multiplication modulo that IDEA algorithm needs [10].
Reconfigurable computing method is proved efficient enough to solve
the implementation problem of encryption engines and is suitable for
the different types of architectures that ciphers’ have. Of course, the
specifications of the application itself would prove this method as a
good or best solution.

The latest years, implementations on the smart cards devices have
been very attractive for the hardware designers. Compared with the
other hardware devices like ASICs and FPGAs, smart cards have lim-
ited computing power and minimized storage capacity. Therefore, se-
curity applications which allocate a huge amount of storage or which
require an extensive computation power might cause conflicts.

The persistent storage of a smart card is limited to a few kilobytes
today, which prevents it from storing larger items on the card. This
can be circumvented if the smart card delegates the storage of the
item in an external environment. The smart card receives and pro-
cesses the transmitted data. It encrypts them and saves them to the
sender /receiver’s device external storage units (RAM, registers of gen-
eral use). Later, when these data are needed again, the smart card can
request it from these storage units. By using this described method the
smart card internal storage requirements can be reduced significantly.
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However, we have to take care that we do not create another bottle-
neck: the communication speed of the smart card is not very high and
so we should have to handle the transmission of the same data back
and forth, with special care.

Another limitation of smart cards is the small processing power.
The appropriate data modifications, due to encryption/decryption,
may possibly exceed the computing power of a smart card. In this case
it will take unacceptably long to finish the appropriate data transfor-
mation. Thus, it is important to minimize the amount of computation
power, which the smart card has to pay for the requested tasks. For
such applications, it is better the design to be kept as simple as pos-
sible. The requested task can be divided in smaller parts with no
hard processing specifications. The requested round keys for encryp-
tion/decryption can be generated in the initialization procedure and
not at the same time with the encryption round transformation (on
the fly key generation). In this way, we avoid to spend extra process-
ing power for the key expansion unit during encryption/decryption.
The same methodology can be followed for the appropriate specified
constants generation.

6 Wireless Communications Security in the
near Future

The needs for personal wireless communications systems are growing
rapidly. Coupled to this increase is the telecommunication-related
crime. In unwired networks, an invader with suitable receiver can
intercept the transfer data. It is clear that such systems, although
have specified a satisfactory level of security, are vulnerable. Secu-
rity is a primary requirement of all wireless cryptographic protocols.
Cryptographic algorithms are meant to provide secure communications
applications. However, if the system is not designed properly, it may
fail. Although there are many well know ciphers, with different spec-
ifications and characteristics, the security of some of them is under
consideration. Many works, from different research groups, have been
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published in technical literature in which cryptanalysis methods have
been applied in order to find out any existing black holes in the se-
curity strength of the encryption algorithms. From many points of
view, such attempts offer valuable knowledge in the growth and the
improvement of cryptography. Encryption algorithms have to perform
efficiently in a variety of current and future applications, doing different
encryption tasks. The algorithms should be used to encrypt streaming
audio and video data in real time. They would have to work correctly
in 32 and 64-bit CPUs. Many of today’s applications run with smart
cards based on 8-bit CPUs, such as burglar alarms, pay-TV and general
other meters. All hardware implementations have to be efficient, with
less allocated area resources. This means simplicity in algorithm’s ar-
chitectures with enough “clever” data transformation components. A
wireless protocol implementation demands low power devices and fast
computation components, which imply that the number and complex-
ity of the encryption operations should be kept as simple as possible.
A basic transformation in the operation of the encryption algorithms
is needed, including modifications in the data blocks and key sizes.

The ciphers of the future have to be key agile. Many applications
need a small amount of text to be encrypted with keys that are fre-
quently changed. Many well known applications, like IPsec, use this
way of algorithm’s operation. Although the most widely used mode
of operation is encryption with the same key for all the amount of
transport data, the previous mode is also very useful for future ap-
plications. Ciphers that require subkeys precomputation have a lower
key agility due to the computation time, and they also require extra
RAM to hold the subkeys. This RAM requirement does not exist in
the implementations of algorithms, which compute their keys during
the encryption/decryption operation. Cellular phones technology de-
mands hard specifications of the cryptography science. Ciphers have
to be compatible with wireless devices restricted standards in hard-
ware resources. New mobile phones will have proper encryption part
built in them. In these devices there is not enough room for a large
integrated security layer. A solution in order to decrease the required
hardware resources is to use the ciphers for both bulk encryption and
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data integrity, with a simple change of their operating mode. All the
above make the effort of design of new security algorithms for wireless
applications a real hard process. But this is the only way to change the
pure today’s security wireless standards in order to succeed in solving
the implementation problem. The AES and SHA-2 hash function stan-
dards are very good steps for the design of communications security
schemes, for the next decades.

The technology growth gives many promises for the security future.
If the strength of the applied cryptography that is used in wireless in-
dustry were increased enough, the protocol security would be efficient
to withstand the attempts of the attackers. Today many ciphers can
support the defense of the communications links in external invaders.
Oun the other hand, the implementation of these is a hard process and
sometimes cannot meet the wireless network requirements. This is due
to the fact that today’s used ciphers have been designed some years
ago and for general cryptography reasons. They are not specialized
for the wireless communications. Security improvement needs strong,
flexible encryption algorithms with efficiently performance. New algo-
rithms must be designed for this type of applications. In addition the
new ciphers’ designs require invention. They are notoriously difficult
to demonstrate or otherwise establish trust in. On the other hand,
everything should be demonstrated in software before committing to
hardware.
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