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Abstract. A new method for developing signature schemes on finite non-
commutative associative algebras is introduced. A signature algorithm is developed on
a 4-dimensional algebra defined over the ground field GF (p). The public key element
and one of the signature elements represent vectors calculated using exponentiation
operations in a hidden commutative group. Decomposition of the algebra into commu-
tative subalgebras is taken into account while designing the algorithm. The method
extends the class of algebraic digital signature schemes and opens up the possibility of
developing a number of practical post-quantum digital signature algorithms, the main
merit of which is comparatively small size of the public key, secret key, and signature.
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Introduction

At present the widely used digital signature and public key-agreement protocols
are based on the computational complexity of the factorization [3, 19] and the dis-
crete logarithm problem [6, 20]. However, the expected breakthrough in quantum
computation technology in the near future makes it extremely urgent to develop
cryptoschemes that are resistant to attacks using quantum computers. The post-
quantum public-key algorithms and protocols should be based on computationally
hard problems different from the mentioned two problems, since polynomial algo-
rithms for solving each of them are known [5,21,23].

Currently in the field of post-quantum cryptography, considerable attention of
the cryptographic community is paid to the development of cryptoschemes on alge-
bras [9, 13], on Boolean functions [1], on lattices [8], and on linear codes [2]. In the
framework of the world competition on developing the candidates for post-quantum
cryptographic standards the following digital signature schemes have been selected
as finalists [17, 18]: CRYSTALS-DILITHIUM, FALCON, and Rainbow. A signifi-
cant disadvantage of these finalists is the large size of the public key, private key,
and signature. Therefore, the search for new more practical signature schemes is of
interest.
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One of attractive approaches to development of the practical post-quantum sig-
nature schemes is the use of hidden discrete logarithm problem (HDLP) defined
usually in finite non-commutative associative algebras (FNAAs). Different forms
of the HDLP were proposed to develop signature schemes on FNAAs [11–13]. The
interest in the HDLP problem is related to the fact that the HDLP-based signature
schemes have relatively small sizes of the public key and signature. This area of
research is quite new, and for a deeper and more complete understanding of the
possibilities for the development of practical post-quantum HDLP-based signature
schemes, it is of significant interest to search for new forms of the HDLP, especially
for the case of using 4-dimensional FNAAs as a carrier of the HDLP, which are
defined using sparse basis vector multiplication tables (BVMT) [10, 14]. The main
feature of the HDLP-based signature schemes is the use of a hidden group in which
the exponentiation operations are executed, while generating the public key and
generating and verifying signatures.

In this paper we propose a new method for designing algebraic signature algo-
rithms including exponentiation operations performed in a hidden group. Security
of the signature schemes, developed in line with the method, are based on com-
putational difficulty of solving a system of many quadratic equations with many
unknowns. This is a principal difference from the HDLP-based signature schemes.
A new practical post-quantum signature algorithm, using a 4-dimensional FNAA as
algebraic support, is developed.

1 Preliminaries

The discrete logarithm problem is defined in a finite cyclic group as solution of
the equation Y = Gx, where G is a generator of the cyclic group; Y is a known
element of the group; and x is an unknown integer. Usually, the HDLP is set
in an m-dimensional (m = 4, 6, 8) FNAA as follows. One selects at random an
integer x < q and a generator G of a finite cyclic group of prime order q, which is
contained in the FNAA. To provide a required level of secutity the prime q should
have sufficiently large size (≥ 128 bits). Then the vector Gx is computed and two
elements of the public key are formed: Y = ϕ1(G

x) and Z = ϕ2(G), where ϕ1 and
ϕ2 are two different homomorphism-map (or automorphism-map) operations. The
operations ϕ1 and ϕ2 are secret, therefore, the potential attacker does not know
the basic finite group in which the exponentiation operation had been performed.
The masking operations ϕ1 and ϕ2 possess the property of mutual commutativity
with the exponentiation operation that contributes mainly to the security, therefore,
different known DLP-base signature algorithms can be used as prototypes of the
HDLP-based algorithms. Particular designs [12] use masking operations that a free
from the property of mutual commutativity with the exponentiation operation.

Like in the HDLP-based signature algorithms, the method for development of
the signature schemes on FNAAs, which is introduced in present paper, also uses
exponentiation operations in a hidden group. However, security of the signature al-
gorithms designed in line with the proposed method are based on the computational
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difficulty of finding a solution of system of quadratic equations with a large number
of unknowns, rather than on the difficulty of HDLP. One can speak about certain
connection between the introduced method and the multivariate cryptography [22].

The FNAAs are set as follows. Suppose a finite m-dimensional vector space is
defined over a finite field (for example, the ground field GF (p)) and additionally to
the addition operation and scalar multiplication the vector multiplication is defined
so that it is distributive at the right and at the left relative to the addition operation.
Then we have the algebraic structure called an m-dimensional finite algebra. An
algebra element A can be denoted in the following two forms: A = (a0, a1, . . . , am−1)
and A =

∑m−1
i=0 aiei, where a0, a1, . . . , am−1 ∈ GF (p) are called coordinates; e0, e1,

..., em−1 are basis vectors.
The vector multiplication operation of two m-dimensional vectors A and B is

set by the formula

AB =

m−1
∑

i=0

m−1
∑

j=0

aibj (eiej)

in which every product eiej is to be replaced by a single-component vector λek,

where λ ∈ GF (p), indicated in the cell at the intersection of the ith row and jth
column of so called basis vector multiplication table (BVMT). To define associative
vector multiplication operation the BVMT should define associative multiplication
of all possible triples of the basis vectors (ei, ej, ek) :

(eiej) ek = ei (ejek) .

The BVMT shown as Table 1 sets a 2-dimensional finite commutative associative
algebra that is a finite field GF (p2) if the structural constant λ 6= 0 is a quadratic
non-residue in GF (p) [15]. If λ is a quadratic residue, the set of invertible elements of
the said algebra represents a multiplicative group possessing 2-dimentional cyclicity
and having order equal to (p − 1)2. In general, a finite group is called group with
µ-dimensional cyclicity if its minimum generator system includes µ independent
elements of the same order [16].

Table 1

The BVMT setting a 2-dimensional commutative algebra; λ 6= 0.

· e0 e1

e0 e0 e1

e1 e1 λe0

In this paper we develop a post-quantum signature scheme using a 4-dimensional
FNAA as an algebraic support, in which the vector multiplication operation is set
over GF (p), where p = 2q +1 and q is a 256-bit prime, by a sparse BVMT (in order
to get a higher performance of the post-quantum signature scheme). Table 2 [10]
and Table 3 [14] suit well as an algebraic support of the developed algorithm. Note
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that in the case of Table 3 and structural coefficient λ = 1 we have 2x2 matrix
algebra. The introduced method for designing signature algorithms unites the tech-
nique of the HDLP-based signature schemes with the multivariate cryptography [22].
Namely, it uses exponentiation operations in a hidden commutative group and mask-
ing multiplications, whereas the security of the developed signature scheme is based
on the difficulty of solving a system of quadratic equations in many variables.

2 The algebraic support and introduced design method

From the point of view of the decomposition into a set of commutative subal-
gebras the FNAAs set by Tables 2 and 3 have a similar structure. Each of these
algebras is divided into commutative subalgebras of order p2, which are attributed
exactly to the following three types [10,14]:

i) subalgebras of Ψ1 type include a multiplicative group of the order (p − 1)2,
which has 2-dimensional cyclicity;

ii) subalgebras of Ψ2 type include a cyclic multiplicative group of the order p2−1;
iii) subalgebras of Ψ3 type include a cyclic multiplicative group of the order

p(p − 1).
The Ψ subalgebras intersect exactly in the set of scalar vectors. The number η

of the Ψ1, Ψ2, and Ψ3 subalgebras are equal respectively to (see [10,14]):

η1 =
p(p + 1)

2
; η2 =

p(p − 1)

2
; η3 = p + 1.

Table 2

Setting the 4-dimensional FNAA with the two-sided unit (1, 1, 0, 0) [10]; λ 6= 0.

· e0 e1 e2 e3

e0 e0 0 0 e3

e1 0 e1 e2 0
e2 e2 0 0 λe1

e3 0 e3 λe0 0

When using one of these two FNAAs as algebraic support of a signature scheme,
in framework of the present paper it is supposed that these FNAAs are defined over
the field GF (p) with prime characteristic p = 2q + 1, where 256-bit integer q is
also a prime number. The proposed method exploits the idea of using a verification
equation (set in an FNAA) with two occurrences of the signature element S that is
non-permutable with every element of the public key calculated in a form of four
vectors Y1, Z1, Y2, and Z2. The first and the second occurrence is connected with
computation of the vectors Y1SZ1 and Y2SZ2 which are exponentiated to different
powers depending on a natural number that represents the randomization element
of the signature (e, S). Thus, procedure for generating a signature to an electronic
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Table 3

Setting the 4-dimensional FNAA with the two-sided unit (1, 0, 0, 1) [14]; λ 6= 0.

· e0 e1 e2 e3

e0 e0 e1 0 0
e1 0 0 λe0 e1

e2 e2 λe3 0 0
e3 0 0 e2 e3

document M should output a number e and a vector S that satisfy, for example,
the following verification equation

R = (Y1SZ1)
e1 (Y2SZ2)

e2 , (1)

where (for some pre-agreed 512-bit hash-function f and a genuine signature) the
condition e = e1||e2 = f(M,R) is satisfied (note the 512-bit number e is represented
as concatenation of two 256-bit numbers e1 and e2).

Possibility to compute the signature element S that satisfies the verification
equation is provided by calculation of the public-key elements and the vector S

as masked elements of a hidden commutative group. To provide smaller size of
the first signature element, one can propose to use a primary group of order q2

contained in the multiplicative group of an algebra of the Ψ1 type. Algorithm for
generating a minimum generator system of a group with 2-dimensional cyclicity in
each of the FNAAs, defined by Table 2 and Table 3, is described in [10] and [14],
correspondingly.

Te following procedure for generation of the public key in the form of four vectors
Y1, Z1, Y2, and Z2 is proposed:

1. Generate at random a minimum generator system < G′,H ′ > of a commuta-
tive group Γ<G′,H′> possessing the 2-dimensional cyclicity.

2. Compute vectors G = G′2 and H = H ′2 that compose a minimum generator
system < G,H > of a hidden commutative group Γ<G,H> of the order q2, which
possesses the 2-dimensional cyclicity.

3. Generate two random invertible vectors A, B, and D satisfying the conditions
AB 6= BA, AD 6= DA, BD 6= DB, AG 6= GA, HB 6= BH, and HD 6= DH and
calculate the vector A−1.

4. Generate at random non-negative integers u and w (u < q and w < q) and,
using the vectors A and B as masking multipliers compute the public-key elements
Y1 = AGuB and Y2 = AHwB.

5. Using the vectors A−1 and D as masking multipliers compute the public-key
elements Z1 = DHA−1 and Z2 = DGA−1.

The size of public key is equal to ≈ 4096 bits (512 bytes). The integers u and w

and vectors G, H, A, B, and D represent a private key of the ≈ 5632 bits (704 bytes)
size.
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The randomization vector R is computed by the following formula R =
AGkHtA−1, where integers k and t (k < q and t < q) are generated at random.
The vector R and document M set unique value of the randomization element of
the signature. Computation of the signature element S satisfying the verification
equation (1) is executed in accordance with the formula

S = B−1GnHmD−1, (2)

where natural numbers n and m are preliminary computed from the following two
equations in GF (p):

n (e1 + e2) + ue1 + e2 = k mod q; (3)

m (e1 + e2) + we2 + e1 = t mod q. (4)

3 The proposed post-quantum signature scheme

Signature generation algorithm

1. Generate at random the integers k (1 < k < q) and t (1 < t < q). Then
compute the vector R = AGkQtA−1.

2. Using a specified 512-bit hash function f, compute the first signature element
e: e = e1||e2 = f(M,R), where M is a document to be signed.

3. Using formulas (3) and (4), compute the numbers n and m:

n =
k − ue1 − e2

e1 + e2
mod q;

m =
t − we2 − e1

e1 + e2
mod q.

4. Calculate the vectors A−1 and D−1 and the second signature element S:

S = B−1GnHmD−1.

The size of the output signature (e, S) is approximately equal to 1536 bits
(192 bytes). Computational difficulty of the signature computation procedure is
roughly equal to four exponentiation operations in the 4-dimensional FNAA selected
as algebraic support of the signature scheme (12,288 multiplications in GF(p)).

Signature verification algorithm

1. Using a signature (e, S) = (e1||e2, S) to an electronic document M , compute
the vector

R′ = (Y1SZ1)
e1 (Y2SZ2)

e2 .

2. Compute the hash-function value e′ = f (M,R′) .

3. If e′ = e = e1||e2, then the signature is genuine. Otherwise the signature is
rejected.

The computational difficulty of the signature verification procedure is roughly
equal to two exponentiation operations in the 4-dimensional FNAA (6,144 multipli-
cations in GF (p)).
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Correctness proof of the signature scheme consists in proving that the signa-
ture (e1||e2, S) computed correctly will pass the verification procedure as genuine
signature. The proof is as follows.

Suppose (e, S) = (e1||e2, S) is a correctly computed signature to an electronic
document M . Then, taking into account the formulas (3) and (4), the public-key
and signature generation procedures, and signature verification procedure, we have:

R′

1 = (Y1SZ1)
e1 (Y2SZ2)

e2 =

=
(

AGuB
(

B−1GnHmD−1
)

DHA−1
)e1

(

AHwB
(

B−1GnHmD−1
)

DGA−1
)e2

=

=
(

AGu+nHm+1A−1
)e1

(

AGn+1Hw+mA−1
)e2 =

= AG(n+u)e1+(n+1)e2H(m+1)e1+(m+w)e2A−1 =

= AGn(e1+e2)+ue1+e2Hm(e1+e2)+we2+e1A−1 =

= AGkHtA−1 = R ⇒ e′ = f
(

M,R′
)

= f (M,R) = e = e1||e2.

4 Discussion

In the proposed method and the developed digital signature algorithm, the basic
operation is the exponentiation one, like in the HDLP-based signature schemes. The
exponentiations used while generating the public key and signature are performed in
a hidden commutative group, however the developed signature algorithm is not based
on computational difficulty of some form of the HDLP. Indeed, in the introduced
method the exponentiation operation is used as a technique of generating different
vectors contained in the hidden group, when computing the public key. For this
purpose one can use formulas derived in [14] and [10], which directly describe the set
of elements of the commutative subalgebras of the Ψ1 type in the case of the FNAAs
defined by Table 2 and Table 3, correspondingly. Thus, using those formulas one
can directly select four different random elements G, H, J , and L contained in the
hidden group and compute the public key as Y1 = AJB, Y2 = ALB, Z1 = DHA−1,
and Z2 = DGA−1. When using the last technique for generating the public key, one
should respectively modify the signature generation procedure.

Calculation of a signature in the modified signature algorithm includes, for ex-
ample, the following steps:

1. Generate at random the integers k (1 < k < q), j (1 < j < q) and t

(1 < t < q), and l (1 < l < q). Then compute the vector R = AGkQtJjLlA−1.

2. Using a specified 512-bit hash function f, compute the first signature element
e: e = e1||e2 = f(M,R), where M is a document to be signed.

3. Compute the numbers n, m, n′, and m′:

n =
k − e2

e1 + e2
mod q; m =

t − e1

e1 + e2
mod q; n′ =

j − e1

e1 + e2
mod q; m′ =

l − e2

e1 + e2
mod q.

4. Calculate the second signature element S: S = B−1GnHmJn′

Lm′

D−1.
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To verify a signature in the modified signature scheme the signature verification
algorithm of the source signature scheme needs no modification. The modified sig-
nature scheme evidently shows that computation of the private key from the public
one is not connected with solving a HDLP.

To forge a signature one can propose an attack connected with computation of
the private key (or alternative private key) using the following system of quadratic
vector equations with the unkowns A, B−1, D, G, H, J , and L:



















































Y1B
−1 = AJ ;

Y2B
−1 = AL;

Z1A = DH;

Z2A = DG;

GH = HG;

GJ = JG;

JL = LJ,

(5)

where the last three equations define the pairwise permutability of the unknowns G,
H, J , and L (for details see [14] and [10]). The system (5) reduces to the system
of 28 quadratic equations (over the field GF (p)) with 28 unknowns, which has (by
construction) at least one solution.

Computational difficulty of the systems of quadratic equations set over a finite
field is used in multivariate public-key cryptosystems [22] attractive as post-quantum
ones. However, estimation of the computational difficulty of solving the system (5)
represents a topic of individual study.

A rough comparison of the proposed DS scheme with some known candidates for
post-quantum signature schemes is presented in Table 4, where a procedure execu-
tion time* is estimated in multiplications in GF (p). One can see that the developed
signature algorithm has advantages in the size of parameters and performance (lower
execution time) against algorithms Falcon [7] and Dilithium [4] which are finalists of
the NIST’s competition on development of the post-quantum signature standard [18].
The HDLP-based signature schemes look more practical. However, one can expect
that the proposed method for development of post-quantum signature algorithm
has an internal potential to optimize the design and to get more practical signature
schemes. For example, if a further research will show that finding a solution of the
system (5) is an infeasible computational problem in the case of 128-bit or 192-bit
prime p.

Conclusion

The proposed method and developed signature algorithm can be attributed to
the cryptoschemes with a hidden group, however not to the HDLP-based signature
schemes. The calculation in the hidden group is used as a technique that provides
setting a system of many quadratic equations in many unknowns, which is to be
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Table 4

The BVMT setting the 2-dimensional commutative algebra; λ 6= 0.

Signature signature public-key sign. gener. sign. verific.
scheme size, bytes size, bytes time* time*

HDLP-based [10] 96 384 ≈ 12, 300 ≈ 9, 200

HDLP-based [14] 96 384 ≈ 3, 100 ≈ 6, 200

Falcon [7] 1280 1793 ≈ 20, 000 ≈ 40, 000

Dilithium [4] 2701 1472 ≈ 50, 000 ≈ 90, 000

Proposed 192 704 ≈ 12, 300 ≈ 6, 150

evaluated from the point of view of computational difficulty in order to estimate
security of the developed signature algorithm. The latter can be considered as a
candidate for practical post-quantum cryptoschemes, since its security is based on
a problem for solving of which a hypothetical quantum computer is not efficient.
Actually, the proposed method introduces a new approach to development of post-
quantum signature algorithms on FNAAs.
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