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Vector Form of the Finite Fields GF (pm) ∗

N.A.Moldovyan, P.A.Moldovyanu

Abstract. Specially defined multiplication operation in the m-dimensional vector
space (VS) over a ground finite field (FF) imparts properties of the extension FF to
the VS. Conditions of the vector FF (VFF) formation are derived theoretically for
cases m = 2 and m = 3. It has been experimentally demonstrated that under the
same conditions VFF are formed for cases m = 4, m = 5, and m = 7. Generalization
of these results leads to the following hypotheses: for each dimension value m the VS
defined over a ground field GF (p), where p is a prime and m|p−1, can be transformed
into a VFF introducing special type of the vector multiplication operations that are
defined using the basis-vector multiplication tables containing structural coefficients.
The VFF are formed in the case when the structural coefficients that could not be
represented as the mth power of some elements of the ground field are used. The VFF
can be also formed in VS defined over extension FF represented by polynomials. The
VFF present interest for cryptographic application.

Mathematics subject classification: 11G20, 11T71.
Keywords and phrases: Vector space, ground finite field, extension finite field,
cryptography, digital signature.

1 Introduction

The finite fields (FF) play a prominent role in the public key cryptography. They
are well studied as primitives of the digital signature (DS) algorithms [1–3]. Finding
discrete logarithm (DL) in a subgroup of the multiplicative group of some FF is
used as the hard computational problem put into the base of DS algorithms. The
security of the DS is determined by the difficulty of the DL problem.

Since all FF of the same order are isomorphic, in many cases it is sufficient to
consider only the polynomial FF GF (pn) and extend the results to any possible type
of the field GF (pn). However in the case of computational problems it is reason-
able to take into account concrete forms of the FF representation. For example,
finding DL has essentially different difficulty in various particular variants of the
field GF (pn) for the same values p and n. To reduce the DL problem defined in
one representation form to the DL problem defined in some other particular form
of the field GF (pn) one should compute the isomorphism between these FF vari-
ants. A prominent example of the analogous situation is presented by elliptic curves
(EC) over finite fields [4]. Finite groups of the EC points are isomorphic to some
subgroups of the multiplicative group of some ring Zp, where the DL problem can
be solved with methods having subexponential complexity, however the best known
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methods for solving the DL problem on specially selected EC have exponential com-
plexity [5]. At present the DS algorithms based on the difficulty of the DL problem
on EC are the most computationally efficient among the DSA providing the same
security level. However performing the group operation over the EC points includes
the inversion operation in the field over which the EC are defined [5]. The inversion
operation significantly restricts the rate of the EC-based DS algorithms.

Search of new representation forms of the FF and their use in the DS algorithms
have significant importance for information security practice. In the present paper
we introduce a new form of the FF GF (pm) defined over the m-dimensional finite
vector spaces (VS), the vector coordinates being the elements of some ground FF
GF (p). In such FF, called vector FF (VFF), the multiplication operation is free
of the inversion in the underlying field GF (p). Therefore the use of the VFF can
provide significant improvement of the DS algorithm performance [6]. In Section 2
we derive the VFF formation conditions for cases m = 2 and m = 3. In Section 3 we
experimentally show that the derived conditions work for the cases m = 4, m = 5,
and m = 7. In Section 4 we generalize the VFF formation conditions to arbitrary
dimension values. In the concluding Section 5 it is underlined that the VFF can be
defined over some extended FF.

In the paper the following specific term is used:
The kth-power element in some FF GF (pd), where d ≥ 1, is an element a ∈

GF (pd) for which the equation xk = a has solutions in GF (pd).

2 Two- and three-dimensional vector finite fields

Let us have some m-dimensional vector space over a field GF (p). Suppose e, i,
. . . , j be some m basis vectors and a, b, c ∈ GF (p), where p ≥ 3, are coordinates. So
this space is the set of vectors ae + bi + · · · + cj. A vector can be also represented
as a set of its coordinates (a, b, . . . , c). The terms ǫv, where ǫ ∈ GF (p) and v ∈
{e, i, . . . , j}, are called components of the vector.

The addition of two vectors (a, b, . . . , c) and (x, y, . . . z) is defined as follows:

(a, b, . . . , c) + (x, y, . . . , z) = (a + x, b + y, . . . , c + z),

where ”+” denotes addition operation in the field GF (p). The first representation
of the vectors can be interpreted as the sum of the vector components.

Let the multiplication of the vectors (a, b, . . . , c) and (x, y, . . . z) be defined by
the formula

(ae + bi + · · · + cj) · (xe + yi + · · · + zj) = ae · xe + bi · xe + . . .

· · · + cj · xe + ae · yi + bi · yi + · · · + cj · yi + . . . ae · zj + bi · zj + · · · + cj · zj =

= axe·e+bxi·e+· · ·+cxj·e+aye·i+byi·i+· · ·+cyj·i+. . . aze·j+bzi·j+· · ·+czj·j),

where each product of two basis vectors is replaced by a vector component ǫv (ǫ ∈
GF (p)) in accordance with some given tables called basis-vector multiplication tables
(BVMT). To define formation of the VFF the BVMT should be properly designed.



VECTOR FORM OF THE FINITE FIELDS 59

Let us consider two- and three-dimensional VS defined over some ground field
GF (p). In the case m = 2 the general representation of the BVMT possessing
commutativity, associativity, and unit (1, 0) can be described as follows:

e · i = i · e = i, e · e = e, i · i = ǫe,

where different values ǫ ∈ GF (p) define different variants of the multiplication op-
eration. Each of these variants defines a finite ring of the two-dimensional vectors.
Let us consider a nonzero vector Z = ae+bi. The element Z−1 = xe+yi is called an
inverse of Z if Z−1Z = e = (1, 0), where 1 and 0 are the identity and zero elements
in GF (p). We have

Z−1Z = (ax + ǫby)e + (bx + ay)i = 1e + 0i.

For given (a, b) there exists a unique pair (x, y) ∈ GF (p)×GF (p) satisfying the last
equation if the system of equations

{

ax + ǫby = 1,
bx + ay = 0 .

has a unique solution in GF (p) × GF (p), i.e. if a2 − ǫb2 6= 0 in GF (p). The last
condition holds for all vectors (a, b), except (0,0), if ǫ is not the second-power element
in the field GF (p). In this case the vector space is a field GF (p2) the multiplicative
group of which has the order

Ω = p2 − 1 = (p − 1)(p + 1).

Thus, in the case m = 2 the characteristic equation

a2 − ǫb2 = 0 (1)

defines formation of the VFF GF (p2). If this equation has no solution for each pair
(a, b), except (0, 0), then for each nonzero vector of the two-dimensional VS defined
over the field GF (p) there exists its unique inverse, i.e. we have the VFF GF (p2).

In the case m = 3 Table 1, where µ ∈ GF (p) and ǫ ∈ GF (p), represents the
BVMT possessing commutativity, associativity, and unit (1, 0, 0) for arbitrary values
µ and ǫ, called structural coefficients. Let us consider a nonzero vector Z = ae +
bi + ck. There exists its unique inverse X = xe + yi + zk if the vector equation

ZX = (ax + ǫµcy + ǫµbz)e + (bx + ay + µcz)i + (cx + ǫby + az)j = 1e + 0i + 0j

has a unique solution relative to the unknown X. From the last equation the fol-
lowing system of equations can be derived







ax + ǫµcy + ǫµbz = 1,
bx + ay + µcz = 0,
cx + ǫby + az = 0.
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Table 1. The BVMT in the general case for m = 3
· −→e −→ı −→

−→e e i j
−→ı i ǫj µǫe
−→ j µǫe µi

From this system the following characteristic equation can be easily derived

a3 − 3ǫµbc · a + ǫ2µb3 + ǫµ2c3 = 0. (2)

If this equation has no solutions relative to the unknown a for each pair (b, c), except
(0, 0), and only one solution a = 0 for (b, c) = (0, 0), then the three-dimensional VS
is an extension FF GF (p3). Denoting B = (ǫ2µb3 + ǫµ2c3)/2 and using the well
known formulas [7] for cubic equation roots we get the expression for the roots a of
equation (2) in the following form

a = A′ + A′′,

where

A′ =
3

√

B +
√

B2 − (ǫµbc)3 = 3
√

−ǫµ2c3,

A′′ =
3

√

B −
√

B2 − (ǫµbc)3 = 3
√

−ǫ2µb3.

Thus, if both of the values ǫµ2 and ǫ2µ are not the third-power elements in the field
GF (p), then the characteristic equation (2) has no solutions relative to the unknown
a for all possible pairs (a, b) 6= (0, 0) and only one solution a = 0 for (a, b) = (0, 0).
It is well known that this situation is possible if 3|p − 1.

Thus, if 3|p − 1 and each of the products ǫ2µ and ǫµ2 is not the third-power
element in the field GF (p), then for each nonzero vector Z there exists its unique
inverse and the VS is the VFF GF (p3). The multiplicative group of the field GF (p3)
has the order

Ω = p3 − 1 = (p − 1)(p2 + p + 1).

Example 1. Suppose p = 1723 (i.e. 3|p − 1). Then for µ = 1 and ǫ = 1666 (ǫ is
not the cubic element in GF (1723)) a vector field GF (p3) is formed in which the
vector (2,3,3) is a generator of the multiplicative group of the order Ω = p3 − 1 =
5115120066.

It is easy to see that characteristic equation (1) has no solutions over FF GF (pd)
for some integer d ≥ 1, if b 6= 0 and ǫ is not the second-power element in GF (pd).
Analogously, characteristic equation (2) has no solutions over FF GF (pd) for some
integer d ≥ 1, if (b, c) 6= (0, 0) and both values ǫµ2 and ǫ2µ are not the third-
power elements in the field GF (pd). Thus, the two-dimensional VFF GF (p2d) and
three-dimensional VFF GF (p3d) can be defined over the extension FF GF (pd).
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Table 2. Basis-vector multiplication table for the case m = 4

· −→e −→ı −→
−→
k

−→e e i j k
−→ı i ǫj ǫk µǫe
−→ j ǫk µǫe µi
−→
k k µǫe µi µj

3 Formation of the vector finite fields in the case m ≥ 4

Analysis of the cases m = 2 and m = 3 shows that vector fields are formed in the
case m|pd − 1, provided some of the structural coefficients are not the mth-power
elements in the field GF (pp) over which the VS is defined. Validity of this VFF
formation condition has been experimentally demonstrated for cases m = 4, m = 5,
and m = 7, while using the BVMT presented in Tables 2, 3, and 4, correspondingly.
Tables 2 and 3 are designed in line with the BVMT type presented by Table 1 that
relates to the case m = 3 (note that in the case of Table 3 the vector (τ−1, 0, 0, 0, 0)
is unit). The analogous design is possible for the case m = 7, however we used a
particular variant for structure of Table 4 to show that in general different types of
the BVMT can be applied to define VFF.

Example 2. For prime p = 2609, the dimension m = 4 (m|p − 1), and coefficients
µ = 1 and ǫ = 2222 (ǫ is not the 4th-power element in GF (2731)) the vector
GΩ = 1e+3i+3j+5k is a generator of the multiplicative group of the VFF GF (p4).
The vector Gq = 392e + 2173i + 2545j + 443k is a generator of the cyclic subgroup
having prime order q = 3403441.

Example 3. For prime p = 151, the dimension m = 5 (5|p − 1), and coefficients
τ = µ = 1 and ǫ = 111 (ǫ is not the 5th-power element in GF (151)) the vector
GΩ = 1e + 3i + 5j + 7k + 11u is a generator of the multiplicative group of the VFF
GF (p5). The vector Gq = 141e + 111i + 50j + 28k + 142u is a generator of the
subgroup having prime order q = 104670301.

Example 4. For prime p = 29, the dimension m = 7 (7|p − 1), and coefficient
ǫ = 3 (ǫ is not the 7th-power element in GF (29)) the vector GΩ = (1, 3, 7, 5, 3, 1, 4)
is a generator of the multiplicative group of the VFF GF (p7). The vector
Gq = (7, 10, 0, 3, 15, 14, 22) is a generator of the subgroup having prime order
q = 88009573.

Theoretic results presented in Section 2 and experiments for the cases m = 4
and m = 5 give us grounds to put forward the following hypothesis.

In some finite m-dimensional VS defined over a FF GF (pd) such that m|pd − 1
and d ≥ 1 it is possible to define vector multiplication with BVMT which imparts to

the VS properties of the FF GF (pdm).
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Table 3. Basis-vector multiplication table for the case m = 5

· −→e −→ı −→
−→
k −→u

−→e τe τ i τ j τk τu
−→ı τ i ǫj ǫk ǫu ǫµτ−1e
−→ τ j ǫk ǫu ǫµτ−1e µi
−→
k τk ǫu ǫµτ−1e µi µj
−→u τu ǫµτ−1e µi µj µk

Table 4. Basis-vector multiplication table for the case m = 7

· −→e −→ı −→
−→
k −→u −→v −→w

−→e e i j k u v w
−→ı i ǫk ǫv ǫj ǫe ǫw ǫu
−→ j ǫv ǫu ǫw k ǫe i
−→
k k ǫj ǫw ǫv i ǫu ǫe
−→u u ǫe k i w j v
−→v v ǫw ǫe ǫu j i k
−→w w ǫu i ǫe v k j

The required BVMT can be constructed analogously to Tables 2 and 3 and using
the unit element of GF (p) as the coefficient µ and a value ǫ that is not the mth-power
element in GF (p). Since m|pd − 1 such values ǫ exist and can be easily found.

4 Conclusion

Defining the vector multiplication operation with BVMT that contain the struc-
tural coefficients having large size and using sufficiently large values m one can define
more difficult DL problem in the VFF. Therefore in such cases VFF with smaller
order size can be used to design the DS algorithms. Besides, the vector multipli-
cation operation can be implemented as parallel performing the multiplications in
the FF over which the VFF is defined. These two facts provide possibility to get
sufficiently high performance of the DS algorithms based on VFF.

The following problems are important for further consideration of the VFF as
cryptographic primitive.

1. Proof of the hypothesis presented in the end of Section 3.
2. Proof of the generalization of the experimental results (if there exist m-

dimensional VFF over GF (pd) for some values d and p such that m|p−1, then there
exist VFF for the same value d and arbitrary values p such that m|p − 1).

3. Development of the BVMT providing minimization of the vector multiplica-
tion complexity.
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4. Detailed investigation of the DL problem difficulty in VFF and its connection
with the dimension value and the size of the structural coefficients in BVMT.

Using special type of BVMT it is possible to define non-commutative rings over
finite VS, which also present interest as cryptographic primitive and is a subject of
independent research.
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